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1.0 Introduction

The purpose of the Metro South Healthgital HospitalSupport Models to define the overarching support model
that will be implemented locally within Metro Souttealth Service (MSHo sugport the proposed
transformation.

This document has been produced in direct alignment withighéRSupport Model and System Management
Guide(SMSMGV8.0

This document will provide an overarching framework, system management overview andayuidietro South
facilitiesthat will be used tasupport theieMRSolution.

2.0 Procedure for Updating the MSH Support Model

ThisMSHDigital HospitaBupport Models a living document reviewed, at a minimum, every 12 montits a
updated bySenior DirectarDigital Support & Adoption Servif8ervice Ownemrvhen changes to theesvice or
support organisation occur. At any point in time it represents attaigate view ofservice support being
provided including which groups are involvédy major change®ttheieMRservice or underpinning service/s
will require a review and possible change to this document.

3.0 Scope

The scope of this document is to:
1 Define the local support entities that will be used to support the operational stalgifal Hospital
facilities across MSH
1 Identify and define the support roles that are required to take part in the localised support processes
within MSH
1 Define the operational support models that will be used8Hto support the transition and operational
phasesf the Digital Hospital, and the dependencies that extend to external support providers
Specifically:
o ProblemandIncidentManagement, clinical and system support for duc incidents and
problem management
0 Requesfor Service; support model that will be used for routine service requests such as
password resets, account activation, new user access
o Change Managemeimtthe process that will support change to the system at a local level and at
the statewide change management press level

Page 8 of 86
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4.0 Business Overview

The Metro SouttHospital andHealth ServicéMSHHS is committed toprovidingresources to ensure the services
and systemsupporting their Digital Hospitalre robust, technically and operationally efficient and supportive of
patient care. Continual alignment with the centrally managegital HealthcareProgramwill enable Health
Services to deliver the operational and technological changes required throughout and beyond this
transformation.

MSHhas commenced work on the next stagettud Digital HospitaReleases following MSH facilitiddese
include

1 Redlands Hospital (R).- May 2018

T Wynnum Manly CommunityHealthCentre (WYNJ May 2018

1 Queen Elisabeth Il Jubilee Hospital (QElyne 2018

The implementation 0QEIl) Redlandand theWynnumManly CommunityHealthCentre(RLBWYNY)- Digital

Hospital inMay 2018 - June 2018 will extendMSH(digital hospital capabilities and will deliver improvements to

patient care through more accuratep to date patient informatiorand more efficient prescribing and
FRYAYA&GGONI GA2Y 2F YSRAOIFIGA2YaAa GKNRdAK2dzi | LI GASYy il

The digital hospital system, or integrated electronic medical redeMR), is already being used by a number of
Queensland Health hospitals. These hospitals raptementedieMRfunctionalityvia either a stagedor full
stackapproach.

Broadly speaking, there are a large humb&components that collectivelform the Digital Hospitasolution
Below is a list of the digital components that are currently planned to be availaletb South Health Service.

Reference sourceieMRCentre of Excellence (CeBjtp://gheps.health.gld.gov.au/integratedemr/html/iemcentre-of-excellence.htm

integrated electronic Medical Record (ieMR) Rollout Footprint

o Ao

o« vt § P T g g T
Gl Provion” : Fuﬂa;::dﬁl;s:r} i - e 2 B 3 H
« Medical Record {Order of o Limited Clinkcal Declsion £ = E] @ B 2 2 = £
Fllng) Suppet EE & SW E = E ezs E ‘é Y
S - P el jilsiiiogii riiii vy
e . SRR AR R R R R R ERERR R R I R
v v ANANANNA NN AN
v Ve AN AN AN AN OO0
v e CAOSAANOILANlY SALS IALAALOSONA S
v v
v v VOV OOV wOO0O0 OY VY 0000000000000
v Ve OO Y Q0000000000000
(@] O olojololelelolololololonneiololoNelolololololololao0]e]0]0)
(@] O [olelelelololololelololonNeloleloNelololololelolole o Glel0l0)]
W15-07 Nowv 2017 « Funcianality Fresent ok A1 0 Fur ¥ ¥ (P * ol o state-wits buid eHealth QueenSIand
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5.0 Overarching Digital Hospital Support Guidiiginciples

In developing theM'SHDigital Hospital Support Model, a series of guiding principles have been developed to
ensure the defined support model and processes are effective and responsive to both clinical and business needs

i 1. Ensure support prasses are responsive in a timely manner to clinical andcdfinital needs; :
i 2. Where possible, a uniform approach to support across the digital hospital should be used; :
: 3. Make use of existing support processes where possible to reduce user confusion andigissipttake. |
|

The principles have initially been defined from existing principles in the cua®tRservice strategytransition
to operationsworkshops and stakeholdengagement
T All support activities and changesi@MRperformed by site support staff must be loggedService
Now. Thiswill ensure alend-user requests and systeaianges are trackeand managed to closure.
This ensurethe integrity of theieMRProduction environment is maintaineahd enduser requests can
be completed within agreed service response times and quality measures
1 DASieMRwill not be responsible for the restoration of production changes thatrast logged within
Service Now
1 All changes performeby SystemAdministrators (Site Support Specialist rolesjst be performed
within their scope of practice for support as defined by the relevant facility.
1 TheieMRGovernance kangelist andieMRGovernance model must be adhered to for all statee
changes required and performed

System AdministratorsSfte Support [gecialist rolesvill be trained in thdeMRsupport tools

Work Instructions and support processes (where available and documented) will be followed when

performing all changes in theMR

Approved site authorisers may submit change®#SieMRfor Request folChange

Established governance and advisory bodies are able to provide advice, direction and decisions for

support and operations at a statgide and/or local level

1 LocalSite Reference Groups (Divisions/Business Uviitda & 0SS Ay LI I OS G2 WwWaoON
escalation to statavide level for statewide changes.

T All changes tohe ieMRand the wider solution which have clinical impacts must have apprapriat
clinical participation through the appropriateocalSite Reference Groups (Divisions/Business YJnits
MSH Digital Hospital governan@e2 Y Y A (i (i St&enide GoyeRance structures.

1 TheDigital Hospital ®ject teams will retain sufficient knowledge, and have in place knowledge transfer

processes to ensure a smooth effective transition between phases and into operational management

support at all times. Early engagement of all support staff inclubifa§ieMR DPT an®TS3nto project
delivery should be encouraged.

Timely access to clinical and technical support is to be provided according to agreed servite levels

All Request/Request Items/change requests are to be performed within a timely manttenais

impact clinical work and patient safety.

The agreed and documented support framework has been established to guide support and operations.

These guidelines are to be included in new support staff induction and training

E R

= =

= =

= =

6.0 Digital Hospital SupporNetwork

Digital Hospital Support Netwdrls not limited to praviding assistance and support whesing the system; it
also covers the enhancement and progressiothefassociated workflows and system.

! ieMRService Support Model ar8lystem Management Guidd.0http:/gheps.health.gld.gov.au/integratedemr/doc&#MRservsupmodetsysman.pdf

2 Appendix A: Digital Hospital Suppbletwork
Page 10 of 86
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The Digital Hospital (DH) Support Netwodnsists dtwo different types of supponvhichbroadly service the
needs of the clinical and neclinical users throughout the digital hospiteinsformation;workflow support and
system support, whereby the functional delineation is primarily around the buspresgss and system usage.

6.1 Role of the Digital Hospital Support Network

TheDHSupportNetwork provides the end user tiers of support opportunities when presented withiedviR
functionality, clinical/business workflow or system challenges.

TheoverarchingDHSupport Network was developed with the view that:

1 Peer Supporg userswho experienceroblems/issueselated to theieMRwill be able to utilise the
immediatesupport within their designated work area by the nominated Change Champions (Nursing,
Allied Health and Administration) or Super Users (Medical). The role is to provide immediate response
for usability and generic system usage questions

1 System Suppor userswho require system support beyond that offered by capabilities of peer
support will directly contact théT Supportwho will then create a service call. This call will be
distributed 1o the appropriateentity to action directly in correspondence with tlmther System
Administratorsand/or external support includingHealth Support Servicd®ASeMR AMS)

T Clinical Supporg This service is primarily provided by thaital Hospital AdoptionServicelDHAS),
whoserole is to liaise, coordinate and support the adoption of clinical information systems. The DHAS
0St2y3a G2 GKS Y/ KEengasSwithsBien Supdpristequirdd ® fabilitate fhe
resolution of complg clinical and business issues (fienhnical)

T Optimisation Supporg users identifying defects to theMRor requesting enhancements/changes
to the systemwill contact theDigital Hospital Adoption Servicd he DHS liaises with Business Unit
MSH governancand System Supporto identify if the request can be managed locally or requires
escalatiorfor state-wide resolution. All requests are identified as either a RF&CCC and supported
through the local and statevide governance models.

 Exiging Support Servicéare any existing or new support services that will provide specialist
input/assistancdo SystemAdministratorsin the resolution of Problems/Issues and completion of
Requests for Servic&xisting Support Servicasclude thefollowing services, but not limited to:

0 Business UnitEducators (Medical, Nurse, Allied Health, Administration)

Health Information Management Service (HIMS)

Central Clinical Resource Unit (CCRU)

BioMedtal Technology Un{BTS)

eHealthDigital Partnershifservicg DPT)networking, desktop fleet maintenance)

Building, Engineering and Maintenance Services (BEMS)

Clinical Informatics and Technology Services
9 Desktop Services
1 Application Services
1 Operations Services

0 SystemManagement Serviceand
o Clinical Informatics Development and Innovation (technical consulting).

1 System Administratcs (eg. PACS, Ambulatory Caaed the facility support nucleus for everything to
do with the Digital Hospital. This local entity owns the resolution process on behalf of an end user,
and is actively responsible for ensuring a timely resolution ferablem/Issu®r completing any
relevart Request for Servic®igital Hospital System Administrators are communication experts who

O OO O0OO0Oo

3 Serviceg A-Z list- http://paweb.sth.health.gld.gov.au/home/services.asp
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actively pull together specialigxisting Support Servicesd theDigital Hospital AdoptiorServiceto

LINE GARS | K2fAadA O NBa?2 ipidtEysens Adinidistratofs aBo/ake dza S NI
responsible for working with relevant External Support Servicesatghlth Support Services a

resolution when facility level supports are unable to assist.

6.2  LocalWorkflow Support

Localworkflowsupport willofferl y & | i G KS Sd sappditiig the cilrddhBbusidéss unit workflows.
This level of supportis defined@sk 2 4 R2 L K$

The following guiding principles have been used to desigmirkflow support model:

|

:

i 1. Patient SafetyCommitment to lead staff in supporting patient safety and quality in the delivery of
: health care by maintaining and evaluating safety and quality practices and init,iativs-:'s. o

: 2. Ensure support processes are respoasiva timely manner to clinicalneedd 4 G KS Sf 0
i 3. Change adoption:eading the change through continual bpsactise models in line withigital

i transformation.

A Change Champiam Super Useis the f'tier of workflow supportwhose role is to support end users in using

the ieMRto provide patients with high quality and efficient caféhis is aolunteer role that reports througkhe

Adoption ServiceChange ChampiorisSuper Usersre cearlyadopterg = A ®Sd LIS2LX S K2 f A ]
new ways of thinkingThey have detailed knowledge of how tleMRsupports patient carspecific to their

business unit/clinical ared hey share their knowledge with their colleagues in their clinical aedprovide

personal support when required.

The Change ChampiohSuper Usersepresent the five key functional streamdeing:
Medical

Nursing

Pharmacist

Allied Health

Administration

=a =4 -4 -8 9

If the Change Champiaannot provide a solution and has no information regarding a satisfastorigaround,
0KSy A i Qathe@¥tidriof workflBviRsupp@t; theDH Adoption ServiceThe DHAdoption Servicés a
support team of Adoption Coaches with specialist knowledge ofehR Adoption Coaches are the key liaison
between the Digital Hospital Program Teand System Administrat and they work closely with the Change
Champions / Super Users in their clinical work areas.

The ¥ tier of workflow support is theClinical Directors in the Adoption Servieeho will prioritise end users
requests.TheSystem Administratorsansformsend user requests, system enhancements anestigates
defects to improve the functionality of theMRin line with local workflows. Th€linical Directors in the
Adoption Servicdiaiseswith the clinical areas to identify local and statéde resdutions.
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Drwgs & Therapeutics Clinical consumakbles

M or Maodified Group:-
DHMEC . Optimisation/Adoption Troinisg wndergaing
g ond will M3

oppesed oa0e ol JilEE o |

Ll MASTT will tronsificn to WAPACT ond report o
shdicofion Sofety

> . » ‘Warking groups will be esoblihad oo
L'h-:_:rlm. ._I.L|.1u:|:|.l tmj.:[r-.-'ramsnl : Data TAC rupired, ond repont Yo relevont groups os
Pricritisation Group Govemance appropriohe #o Mad Salety, DHMC, CAG,
- Maw DOIP Qroup ond Shotewids groupe.

Muming Comubaton & omrently baisg formad.
* Powernlan & Fovourites need crgaing

Medication

Safety

Madication Survaillasa Warking Grove g M!. 2 o
Treniton Taam JASTT) s Opsimisation Conmtarion i v Dt Chnical Impravament Prisritiesion
Grave. G Group will provide co crdination of warking.

Digital Support Services PAH

| E B =
Support Enhancemant

Severity Rating Examples Support Groups
Severity of the

issue if left
unresolved

Negligible ACCCEAdult dysphagia risk screening taphas changed System
Administrators or
Adoption Service

Minor Where arethe Acute Resuscitation Plans (ARP) located inetki€R? DH Support Network
What is the order of filing (OOF) placement Transfusion consent f( - Change Champion
How do | request a new cart for a laptop in ward? Super User
How do | document HD vital signs? - Adoption Service

How do | review a care plan?
How do Istart up a document?

Moderate Student and Agency access to iB®R- How are multiple Novell DH SupporiNetwork
accesses going to be raised and approved quickly? AdoptionService
Major Dr concerns re: scanning model and patient safety concerns in clif DH Support Network
Remove Delimiters and Change Plasma Exchange ml - Adoption Service
Correct Anticoagulant Unit of Measure
Severe Excessive PRIMEs raiske to incorrect ID labellingpatient safety | Adoption Service
Digital Clinical

Improvement &
Prioritisation Group

Tablel: Workflow Support Inquiries

TheWorkflow Support Rolesre outlined in Table.2
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Role Responsibilities

Engage with clinical areas to improve functionality and resolve issues

Maintain networks and partnerships with internal and external services and stakehold
Resolve operational problems within the defined schedules and service level agreem
Refer toTable 3: System Support Rolés additional system support responsibilities

;‘W_'; System
I Administrators

Change 1 Demonstrated commitment to change

Champion / Supel § Identify and resolve workflow matters

User 1 Assist new starters by providisgipport
1 Provide feedback to the Digital Hospital Program Teanthe Adoption Service
1 Promote the benefits of theeMR
1 Act as key contact within their business unit or clinical aredefdiRchange/ feedback

tﬁsﬁ 1 Prepare colleagues for change by sharing information and learnings within their work
- AdoptionService | §  Assist with workflow reviews
DH 1 Support the optimisation and adoption of changes
Support o .
Network 1 Support work areg specmc.: gducatlon

1 Support the adoption of clinical workflow changes
1 Support Change Champions / Super Users within their role
1 Promote independent use dhe system
91  Support Clinicians and end users during downtime events
1 Engage with clinical areas to improve functionality and resolve issues
1 Maintain networks and partnerships with internal and external services and stakehold
1
1
1
1

Table2: Workflow Support Roles
6.3  FacilitySystem Support

TheSystem Support Rolesre outlined in Table 3his does not include the entire service support services. Refer
to Metro South Health Service QHERIP://gheps.health.gld.gov.au/metrosouth/

Role Responsibilities ‘

=

X Maintain knowledge @ technical aspects of design, tespemtion and
System AdministratoPs improvements tathe relevantieMRmodules

1 Complete systermaintenanceactivities
Including but not limited to: ¢ Complete reporting and/or auditing activities as required
' Ambulatory ESM 1 Maintain logs of operational $sies and maintenance activities
f RadNet 1 Understand the functionality of multiple areas within MSHHS
1 SurgiNet 1 Maintain security needg user access
I FirstNet 1 Site responsenew users
1 SA Anaesthesia 1 Address customer issues promptly and accurately
f Power Trials 1 Develop prevetive measures and document incident/problemsolution procedures
I Care Delivery f System Managementupgrades, testing
I iPharmacy 1 Investigate incidents/problemsunderstanddetails, scope and impacts of
1 Fetalink incident/problem

Identify and implementesolutiors for incidents/problems as appropriate
Contribute to business meetings and report agident/problemstatus
Escalateincidents/problems as per agreed Escalation Pathways

holGl Ay 3JdzZARIFIYyOS 2y LINA2NRAGASAE (2 (K
unexpected recovery work

= =4 —a -8

(@a))

®ieMR Digital Hospital Site Support Position Principigeols and activities (guidelines)
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Role Responsibilities

= DHAdoptionService improvements to alleMRmodules

1 Maintain knowledge @ technical aspects of design, tesperation and

Address customer issu@somptly and accurately

Engage with clinical areas to improve functionality and resolve issues
Transform end user requests and enhancements into a RFC or ACCC

Process ACCCs and CRs through iCAB on behalf of the clinical areas

Develop preventive measures and documerdident/problemresolution procedures
Investigate incidents/problemsunderstanddetails, scope and impacts of
incident/problem

= =4 —a —a —a 9

]

=g
Existing

Support

Services

1 Identify and implementesolutiors for incidents/problems as appropriate
1 Contribute to business meetings and report incident/problem statuth&oDigital
HospitalGovernanceCommittees
1 Escalate incidents/problems as per agreed Escalation Pathways
f hollAy 3FdzZARFYyOS 2y LINR2NAGA Sgenii 2 (G KS
unexpected recovery work
DPT (Digital 1 Managethe wired and wireless network
Partnership 1 Manage end user device incidents/problemstside of the coreCerner Millennium
Team) application
1 Maintain WTS locations f&*BS printing
Biomedical Complete the following tasks for medical deviceshat
Technology 1 Repair medical devices

Services (BTS) { Manage the preventive maintenance program

1 Manage the inspection program

1 Manage product safety notification and recall services
1 Provide consultancy services

1 Provide training and education

http://gheps.health.gld.gov.au/hssa/biomedicédch/home.htm

Central Clinical {1 Provide support for medical devices
Resource Unit 1 Swap defective medical devices out to minimise disruption to clinical care

L

r
Existing

Support

Services

(CCRU) f Coordinate the purchase of clinical consumables and equipment
http://paweb.sth.health.qld.gov.au/pasupport/ccru/default.asp
Operationsg 1 Hostlocalised applicéans and server installations
Clinical 1 Provide 24hr monitoring services for the following medical device infrastructure:
Informatics (Cl) - GE ECeDataMed Server,
- BSM PhilipsIBE Server;
- PASLINK;

http://paweb.sth.health.qld.gov.au/dts/operations.asp

Desktop Support Desktop Support is responsible for the support across the Metro South Health.
¢ Clinical Desktop Services support over 4000 devices including desktop computers, lapto
Informatics (ClI) medical and peripheral devices.

http://paweb.sth.health.gld.gov.au/dts/desktop support.ps

Application 1 Maintain local and district level software applications

Serviceg Clinical §  Provide 24hclinical support services for Picture Archiving and Communication

Informatics (Cl) Systems (PACS) and Radiology Information System (RIS)
http://paweb.sth.health.qld.gov.au/dts/apps_services.asp

Tranhing and 1 Provide IT training relateservicedncludingieMRto Metro South Health

SystemAccess https://metrosouthdigital.health.qld.gov.au/site/redlands/training
Serviceg Clinical
Informatics (ClI)

Administration 1 Provide IT trainingncludingieMRrelating to the Administrative Stream
Services Training https://metrosouthdigital.health.gld.gov.au/site/redlands/training
Unit

Health HIMS as an organisation focuses on the manipulation of data entered into systems
Information produce data outputs on quality, casemix and other information requests. HIMS striv
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Role Responsibilities

Management provide information for the analysis/ purpose of evidence based management/ résea
Service (HIMS)  focussing on outcomes and the turning of data into knowledge.

Incorporates 5 distinct service areas:

1 Clinical Coding serviceassigns diagnoses and procedure codes to all hospital
inpatient episodes using ICID-AM (International Classification Biseases 10th
Revision Australian Modification). The KLIPAM codes enable allocation of a DRG
(Diagnosis Related Group) to the patient episode. Core business principles supg
data quality and timeliness of documentation via Clinical documentationic@llin
Liaison Program, reportingQLD Cancer Registry

1 Health Informatics Unitresponsible for collection, processing and validation of de
along with the quality of data in information systems such as HBi@G&MRand
other hospital wide systemJ.he Unit also looks at the development, implementati
and maintenance of hospital documentation to support data quality for health
services planning, research, monitoring standards of care, determining funding I¢
and national reporting requirements.

1 Information Access Unit authorised to process all written requests for information
from the Metro South Siteander legislation, law and Queensland Health policy.
Requests may be received from parties including: Patients, Agents representing
patients (e.g. solicitors), Relatives of deceased patients, Insurance companies,
WorkCover, Police Officers, Third parties not acting directly for the patient Healtt
professiorals.

1 Records & Administrative Servicgesponsible for the storage, maintenance,
delivery and retrieval of patient records. We provide the organisation with service
related to the retrieval and delivery of medical records and the distribution of mai

I Scanning Unit- The Medical Records Scanning Unit provides a centralised scann
service. All documents are scanned and will be available in integrated electronic
medical recordi€MR). Beaudesert, QEIl and Redland Hospitals will use the centri
scanning service at PAH and Logan Hospitals.

Activity Base Provides information for decision support and analysis to assist with:

Funding (ABF) & 1 Monitoring activity and trends in service delivery

ClinicalCosting 1 Determining the resource consumption (cost) of treating different patient gro

Unit 9 Effective allocation of resources

1 Supporting quality improvement activities
1 Planning of new services
I Comparisons of activity, and cost for benchmarking betwéenwards, units
and hospitals

http://paweb.sth.health.gld.gov.aulhance/abf/

Building, BEMS provides safe, reliable, economical operation and maintenance of buildings, p

Engineering and and nonmedical equipment for Metro South Health.

Maintenance

Services (BEMS) BEMS service delivery includes: Emergency Maintenance, corrective Maintenance ,
Preventative Maintenance ,Minor New Works & Facility / Accommodation
http://gheps.health.qld.govau/metrosouth/corporate/bems/home.htm

Patient Safety 1 Coordinate and facilitatdepartment and hospital widquality improvement

@'\. Unit activities

Existing 1 Provide avice and resources to assist units/departments to survey patients
Support satisfaction with the care and services provided.

Services 7 Provide esources to assist the dissemination of the concept of quality improvem

throughout the organisation.
1 Provide asistance with the use of quality tool's such as Brain Storming, Flow Chi
and Cause anéffect Diagrams.
1 Coordinatethe Australian Council for Healthcare Standards (ACHS) Accreditatior
Program.
1 Coordinatethe hospital wide Clinical Indicator Program.
9 Provide esources to maintain and develop hospital wide manuals (policies and
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Responsibilities

procedures).
1 Provide esources to maintain and report on hospital wide quality improvement
activities
http://paweb.sth.health.qgld.gov.au/sgrm/qgiu/default.asp
Table3: System Support Roles

6.4  ExternalSystemSupport

The InfeService Centre anBelfService Centre assist enders by redirecting incidesito the appropriateDH
Supportrolesor DASeMR Types of incidentsiclude

Software/hardware issues

Middle warec CernerGtrix

Application issueg systemdelays

Database issuesdient Directory

Serverthardware

Hostingfacilitiesq data centre &mfrastructure management testing

Interface management

Statewide applicatiorsupport

1
1
1
1
1
1
1
1
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TheDASeMRandrelevantDHSupport rolegesolve matters in agreed time frames as per Service Level
Agreements.For the ével of escalation othe above services; ref to theieMRServiceSupport Model and
System Managementuide®. TheExternalSupport Rolesre outlinedin Table 4

Role Responsibilities

IT Support Online webportal for reporting an issue or requesting assistance.

Provide sate-wide helpdesksupport

Triage of incidents

Allocation of jobviaieMRqueues

Act as service ownersresponsible for end to end service

Provide technical support for theMRsolution

Manage the relationship with Cerner and the AMS

System Managementupgrades, testing

Investigate incidents/problemsunderstanddetails, scope and stateide
impacts of incident/problem

1 Identify and implementesolutiors for incidents/problems as appropriate

9 Liaisewith DHSupport Teams regarding incidents/problems status
Specialist Application support that provides system and technical incident and
problem support, actions the majority of appropriately authorised system change

Digital Service
Centre PSC1800

D

eHealth Support

Service Digital Application
/stems (DASEMR

=A =4 =4 4 -4 -4 -8 -

The scope of AMS Support is as follows:
1 Support
0 Incident Management;
o ConfigurationMaintenance;

Cemer foplication o Domain Management;

Managed=nice | prevent
0 Problem Management;
0 Application Monitoring;
o Proactive Performance Reviews;
1 Advance
o Software Upgrades;
External Vendor o0 New Capabilities;
Support 0 User Adoption;
Debetrek Reactive and preventative support and maintenance for all wall moamtsEUD

mounted devices locally.

Providespecialist support to BTS for all relevant medical equipment (ECG Carts
Philips Bedside Monitors). Also provides specialist remote support for the Philips Bedsic
Monitor IBE Server.

Providespecialist support to BTS and CCRU for all Vital Sign Monitors deployed

WelchAllyn Metro South SitesAlso assist in the ugkilling of staff on how to use the devices.

DataCom Vendor con_tractet_:l to provide support tq the DataMed server that integrates the (
ECG Machines with the Cerner Millennium platform.

GE Providespecialist support to BTS and CCRU for all GE MAC5500 ECG Carts def.

the Metro South SitesAlso assist in the upkilling of staff on how to use the devices
Telstra Provideongoing remote support to the PASLINK software.

Provide ongoing remote support via 24/7 hotline as well as onsite support upon
request (feesncurred) for the CareFusion devices used for Pyxis.

CareFusion

Table4: External SupporRoles

6 ieMRService Support Model and System Management Gudehttp://gheps.health.gld.gov.au/integratedemr/doc&MR servsupmodetsysman.pdf
APPENDIX Cerner Support Agreement Response Time Summary
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6.5 Support team business arafter-hourstimes

The times for business and after hours for support teams is shown in the following table. These times should be

used in conjunction with the incident contact and escalation points in section

Site Support Team Business Hours After Hours \
PAH ESM 7am-5pm Not On Call
Monday to Friday excluding Public Holidays
SurgiNet 7:30AM to 4PM Not On Call
Monday to Friday excluding Public Holidays
FirstNet 7am-5pm Not On Call
Monday to Friday excluding Public Holidays
RadNet 8am-5pm On Call
Monday to Friday excluding Public Holidays
Clinical Support Monday to Friday 7am to 7pm Monday to Friday 7pm to 7am and Weekenc
Adoption Service Onsite clinical support Bsvailable & Public Holidays
Request support by callirigt. (add site prefix) For urgent clinical support contact the
8800 or by logging a support request via tiie Afterhours Nurse Unit Manag&AH
Supporticon Switchboard31762111 For nonurgent
support, log a request via tH& Supportcon
and your request will be addressed by the
Digital Hospital Adoption Services team duri
business hours
Logar/ ESM 8am-4pm Noton Call
Beaudesert Monday to Friday excluding Public Holidays
SurgiNet 7:30AM to 4PM Not on Call
Monday to Fridagxcluding Public Holidays
FirstNet 7am-5pm Not on Call
Monday to Friday excluding Public Holidays
Clinical Support Monday to Friday 7am to 7pm Mondayto Friday 7pm to 7am and Weekend
Adoption Service Onsite clinical support is available & Public Holidays
Request support by calling E¢add site prefix) For urgent clinical support contact the
8800 or by logging a support request via the Afterhours Nurse Unit Manag&AH
Support icon Switchboard31762111 For norurgent
support, log a request via tHh& Supportcon
and your request will be addressed by the
Digital Hospital Adoption Services team duri
business hours
QEIIl ESM 8am-4pm Not on Call
Monday to Friday excluding Public Holidays
SurgiNet 7:30AM to 4PM Not on Call
Monday to Friday excluding Public Holidays
FirstNet 7am-5pm Not on Call
Monday to Friday excluding Public Holidays
Clinical Support Monday to Friday 7am to 7pm Monday to Friday 7pm to 7am and Weekenc
Adoption Service Onsite clinical support is available & Public Holidays
Request support by calling E¢add site prefix) For urgent clinical support contact the
8800 or bylogging a support request via the I' Afterhours Nurse Unit Manager PAH
Support icon Switchboard 3176 2111. For namgent
support, log a request via the Support icon
and your request will be addressed by the
Digital Hospital Adoption Services team duri
business hours
RLHWYN ESM 8am-4pm Not on Call
Monday to Friday excluding Public Holidays
SurgiNet 7:30AM to 4PM Not on Call
Monday to Friday excluding Pubkiolidays
FirstNet 7am-5pm Not on Call

Monday to Friday excluding Public Holidays

Clinical Support
Adoption Service

Monday to Friday 7am to 7pm

Onsite clinical support is available

Request support by calling Efadd site prefix)
8800 or by logging a support request via the

Monday to Friday 7pm to 7am and Weekenc
& Public Holidays

For urgent clinical support contact the
Afterhours Nurse Unit Manager PAH

Our DIGITAL HEALTH Service
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Support icon Switchboard 3176 2111. For namgent
support, log a requestia the IT Support icon
and your request will be addressed by the
Digital Hospital Adoption Services team duri
business hours

7.0 MSH Support Strategy

For the purpose of establishing an effective support arrangement for the Digital Hospital locallytemmaigx all
requests for support will be broken into the following categorigster to appendix EGlossaryof Termsof
categories foiService Now)

o0 Incident¢ any adhoc issue that an end user experiences that cannot be resolved by their relevant peer
support group. These requests for support will ideally require support from an advanced user of the
system Site System Administratpor a specialist support service (such #8818l Digital Hospital Adoption
Service)

0 Request for ServicéRFS) any routine/repeatable task that a user may request that will not impact the
wider user base such as, creation of account, regetssword etc(1800 198 175 support)

0 Request forcChanggRFCY, Any change to the core system/functionality of the system that may impact
other facilities within Metro South Health or the broader uderse across Queensland; (local and state
wide governance reference groups) e.g. new modules, major code upgradegstructure upgrades.

0 Application Configuration Change Control (ACGEdnfiguration changes excluding major impact
changes e.g., setting encounter preferences, adding payment class or setting default menu options.

8.0 ProblenT IncidentManagement

A problendincidentis when auser has an unexpectagsue with the system that requires the assistance of a
relevant support service to resolve. Predominantly this support process ensures a high levsitefsavice is
provided to the end users, and appropriaecalation methods to external support entities will be invoked as
required.

The most common avenue used to raise Incidents and Major Incidents is by callligShppor(ITS)1800 198

175. As part of their procedures, th&S providedrotated) dedicated resource 24that aretrained in Incident
Management processes, and can astistfacilityto determine the priority and log the ticket.TSwill make

timely contact with the Major Incident Coordinator to escalate management of the communications and technical
resolution activities.Additionally,ora A G S 'y R | LI AOF GA2y&a GSIya oFfaz N
f SGHSt Q puadty nyadix ‘(i TKEBCP Cordinator are the onlyMSHLeadership members that can register

and escalate P4 through to P1 incidents.

’ Statewide Incident Priority Framework (Incident Management RACI matrix)
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Priority Matrix

increase if

| Time-critical sensitive work|
treated right away. unable to be performed; | not treated within 24
must be treated within 8 hours.
User advises they have | User advises that they
have a satisfactory

User advises they have
no alternatives hours.
to complete their work. User advises they only a satisfactory

have ashortterm-  |workaround for at least| workaround. [Upto 1
unsustainable work one day. Week]
around.

1

2
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8.1 IncidentManagementProcess

The support process that will bmplemented to deal wh Digital Hospital problendimcidentsis detailed below
as part of Figure.IThis process covers badbisinessand after-hoursproblemgincidents.

End user g el
experiences ahice from Change Resolved? Yes >
= Champions/ Super
incident
Users

End user/super user End user/super user End user contacts )
reportsincident reportsincident using Adoption Service/ Sl "
using Info Service Centre System diecedio R Fedilty Support Incident
Self Service Centre (1800) Administrator appropriate > Performs resolved? yes q
facility/ Vendor rectification work
| support entity
L.

Service Call yes
generated

Cerner
Millennium
related?

Severity 1 or 2?

Incident
resolved?

Yes Yes No
v
i DASieMRPerforms
Initiate Sev 1/ No
Sev 2 Escalation Supported by Supported by Yes”| rectification work
AMS? DASieMR
process
Follow Change
Management
t Process
Yes
Transfer Service Call AMSFRT contacts AMSFRT
to DASieMRfor @ mer investigatesincident Gl
—> o Millennium Yes—| ; > Escalates
AMSFirst Response| additional related? (workswith end L]
Team (FRT) information Y user asneeded) Y

Figurel: System/IT Device Problem/Incident Process

There are some instances where thi@blem/incidentis deemed to be outside the scope of the offered external
support (e.guser requires assistance on a particular workflow or a query that may require localised medical

record knowledge; e.g. HIMS). In this instandége problemor incident service request may be-dé&ected back

to the SystemAdministratoror ExistingSupportService fotriage and pulling together the relevant support entity
to assist the user. This process is outlined below in Figure 2.
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Problem/incident Support Process ¢ MSH System Administrators escalate to Existing Support Services

Process ID: DH.P.002 | Satus: For Review | Version: 1.1| Date: 30-1-2017

For a complete list
refer to the Hospital
Qontact list on QHEPS

Health Information
—» Management ——

(HM9
System Identifies Qontacts required Qonfirm problem/
Administrators | appropriate support +| Exiting Support | dinical Informatics issue resolution
triages and analyses 7| servicesrequired to i Services 7| Desktop Services 7] with appropriate
problem/issue resolve issue for assistance support services

inical Informatics
Reporting —
Development Team

HIA Service
Delivery Unit

Biomedical
Technology Unit

Building and
Maintenance

Central Clinical
—» ResourceUnit +——f
(CRY)

Qinical Informatics
'—» Developmentand ——
Innovation

Figure2: Existing SupporEntity EscalatiorPathway

8.1.1 Teamsnd Resources

\ Support Service Problem/Issue Support Description
DH Support NetworkChange Champions / Knowledge of system functionality and local workflows to provi
SuperUsers at the elbow support and initial troubleshooting.
DHSupport Network; Adoption Service 1 Advanced knowledge and clear understanding of the

system functionality and broad workflows to provide
continual service improvement and advanced at the
elbow support and troubleshooting.

1 Advanced knowledge of the systdomctionality and
design.

1 Manage and coordinate site activities relating to

2 incidents/problems including reporting to MSH Digital
TGE Governance committees and implementing
L resolutions/workarounds.
System Administrators SiteSystem Administratogroups that will facilitate orsite
support of the Digital Hospital system.
Health Information Managemer&ervice Provide an advisory role to facility Support Teams in relation tc
(HIMS) information and data governance.
Clinicalinformatics Desktop Services Metro South Health Desktop Services suppbét provide on the

ground support to a number of the devices implemented as pa
of the digital hospital.

Clinical Informatics Operations Services Hardware management suppaand location information system
infrastructure
Digital Partnership Tea(®P7) Provides support to any network or end user computing device
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' Support Service

External

Problem/Issue Support Description
issues. For Example:
1 DesktopPC performancessues;
1 Faulty Keyboard/Mouse;
1 Wireless Black Spot;
1 Wireless Access Point failure;

Vendorg Debetrek Provides support to all end user device mounts and ergonomic
devices throughout the Digital Hospital.
IT Support Online portal for end users to report a problem with tegstem or

peripheral devices.

IT Support1800 198 175

Performs 1'tier resolution where possible and also logs end us
incidents/problems irServiceNowand allocates to the relevant
assignmengroup. Primarily this usegroup will be able to assist
with general scripted enquiries to do with the system and
password resets.

DASeMR

QH Specialist support that works in parallel with 8iee System
Administratorto provide support to the end users. They can als
escalate issues to the Cerner AMS if required.

Vendorg Application Managed Servi¢AMS)

Specialissupportprovided by Cernefor all problems and
incidents. Primarily the AMS will receive serviceuests for
problems and incidents that are not manageddiyealth
Queenslande.g. Integration etc.)

Table5: System/IT Device Problem/Inciderfteams and Resources

8.1.2 Problem/IncidentEscalation Pathway

businesshours after hours
(0800¢ 1730) (17306:0800)

Function
1% Tier 2" Tier 3 Tier 1% Tier 2" Tier
. Change . System Change On-call
Workflovy/Bgsmess Champion/ Adopyon Administrator | Champion / Adoption
problem/incident Service .
Super User Super User Service
System
Administrator
IT Y IT
Systemproblem/incident SUPPORT/180! Adoption DASeMR SUPS(())RT/lE DASeMR AMS
Service
Specimen Label Prinféer IT CéeDSi:lggp DASeMR IT
(Physical Device) SUPPORT/180( v Y SUPPORT/1€ DASeMR AMS
AMS 00
Vendor
Specimen Label Printer IT IT
(Networks) SUPPORT/180( DPT SUPPORT/1€ DPT
00
. . ClI Desktop
Wristband Label Printer IT SUPPORT/|  Services DASeMR | |1 supPORT
(Physical Device) Y DASeMR
1800 Y 1800
AMS
Vendor
Wristband Label Printer T IT
(Network) SUPPORT/180! DPT SUPEC?RT/ 18 DPT
Document Printer IT DPT DASeMR IT DPT DASeMR

8 Single Label printer work Instruction: How to configure MB200i.
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businesshours after hours
(0800¢ 1730) (1736:0800)

Function
1% Tier 1% Tier
SUPPORT/180( SUPPORT/1¢
00
System IT
EDS/The Viewekccess Administrator SUPPORT/1€ DAS ieMR
00
T Cl Deskto
Downtime Viewet SUPPORT/180f Servicesp I
Y AMS SUPPORT/1¢ DASeMR AMS
(Software) Y
System DASeMR 00
Administrator
IT
SUPPORT/180( Cl Desktop
) . Y Services T
DeviceTracking Board AMS SUPPORT/1¢ DASeMR AMS
System Y 00
Administrator DASeMR
T DASeMR IT
Device: End User Device SUPPORT/180( DPT Y SUPPORT/1€ Not required.
AMS 00
. DASeMR
T Cl Operations DASEMR T Y
Device: PASLINK Y SUPPORT/1¢ CI Operations AMS
SUPPORT/180f (::;}?h%) AMS/HMS 00 (OnCallc
Servers Only)
Medication Management Printer
DPT
Y IT
Printer fail(tamper proof | IT SUPPORT
tray)lo 1800 DASeMR AMS SUllzISB)RT/ DPT DASeMR
(only If WTS
location is
required)
PBS Printers IT
IT SUPPORT DPT DASeMR SUPPORT/ DPT DASeMR
1800
1800
DPT
IT SUPPORT Y T
PC fail 1800 |  DASeMR AMS SUPPORT/ DPT DASeMR
(only If WTS 1800
location is
required)

Table6: System/IT Devic&scalationPathway

o Appendix B Device- Support Service Matrix
10 printer PBS (Tamper proof tragjocess: eHealth DPT to chedirdken etc. if broken swap out with new printer. Dept to pay

replacement costeHealth and DABMR To add new printer into DCW and update the WTS locations that will allow pc to print to new

tamper proof tray.
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8.1.3WTS Location

Duringthe repair period,device auto association will not work, manual device associatithibe required (auto
switches to manual when WT&htion is not active on the PC. Importantlyorkstation on Wheels (WOWfom
another theatre roomCANNOTDe used as a spare ahtbw PChat replaces broken one must be setup with the
same WTS location as the broken R€fer to theWTS Location escalatidxelow.

1% Tier 2" Tier 3 Tier 1% Tier 2" Tier 3 Tier
QH MOEComputer IT SUPPORT/ DPT* DASeMR IT SUPPORT]| DPT DASeMR
1800 Y 1800 Y
AMS AMS

Table7: System/IT Device Escalation Pathway

8.1.4WTS LocatiorgData Collection Worksheet (DCWagreement and processes

1. DPT will be responsible for the ongoing management of the following configurations, through submitting
the relevant DCW to DA&MRfor creating, editing and deleting any of the PC WTS configurations:
- DCW for WTS PC to PBS printer
- DCW for WTS PC surgiNet Anaesthesia Auto Device Association
- Updating the mater WTS copies

2. DPT will be responsible for the ongoing management of creating, editing and deleting the production
printer queues forwhen printers are replaced, purchased or relocatethin. All Cerner queues will be
created using theeMRautomated printing solution URbttp:// ieMRoortal.health.qgld.gov.au/login
- Updating the master queue list

3. DASeMRreceive any WTS configuration requests (viasetfice, Service Now the job is to be re
directed to the DPT team to update and confirm the requests from the business and then the appropriate
DCW is submitted to DAGMRto action.

4. DASeMRwill provide the following reports in excel for the DPT to assist with data consolidation of the
master data lists
a. WTS Export (PCs)
b. Printer information Export (Asset number and IP addresses)
c. Printer Queue list in PROD (queue naanel printer description)

Please NoteAn end user may not always contalse System Administratobefore they contactT
SUPPORT/1800able 6 highlights the primary support arrangements that should be used for all issues. However
it should be noted that some of the above devices have alternate support pathways based on the impact to the
various components of the overall solution (e.gitWerk, Servers etc). These have been outlined in AppeBdix
Detailed Device Support Matrix

8.1.5 Pyxis MedStations

¢tKS te@EAE aSR{OlIGA2yun 9{ &aeaidsSYy A& ty ldzi2zYlFIGSR YS
management. It helps cliniciasafely and efficiently dispense medications while offering enterpesely

integration. A Pyxis MedStation is a secure cabinet with drawers linked to a touch screen monitor, and a
computer system linked to theeMR

" DPT ighe owner ofthe ieMRwork instruction for Printer installation and WTS Location Master File.
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As part of the DigitaHospital implementation across MSH, Pyxis MedStations will have been installed at:

Site \ Hospital Area
Princess Emergency Department
Alexandra - Acute Main
Hospital - Acute 2
- Short Stay
-  Resus
- Mental Health
- Ambulatory Caré?
Logan /| KAt RNByQa LyLWi 21 NRa
Hospital Rehabilitation

Emergency Department

QEII Hospital Emergency Department:

ED Main

EDShort Stay
Redlands NACE (Nombulatory Care Environment)
Hospital ACE (Ambulatory Care Environment)

Paediatric Area (in EDnot the warg

For further details refer to th®yxisSupportModel **and subsequent document¥hese documents are available
on Service Now Knowledge Basghis is not acompletelist)

8.1.4.1 Pyxis i MSH Service Support Matrix

Table 8 below provides escalation quick reference guide for Pyxis support. For further details séfestpport
arrangements:

i Logan and Beaudeserbbpital¢ Pyxis- http:/gheps.health.gld.gov.au/loganb/services/pharmacy/pyxis.htm

Any update to the procedures will be communicated to the Director Pharmacy Hospital (approver) and
Director Emergency Hospital (endorser). It is the responsibility of the document Approvers (owners) to advise of
changes to these procedures to anyone imeal in the delivery of CITS services.

Function business hours after hours

(0800¢ 1730) (17300800)

1st Tier 2nd Tier 3rd Tier

Pyxis in Cerner
(Add, Modify, IT Supportt800 ! IT Supportt800 .
Inactivate) 198 175) DASIeMR 108175) | PASEMR
Pyxis MedStation EDCNCs CareFusion | CareFusior EDCNCs CareFusior] CareFusion
(physical Y (hotline) (caltout) Y (hotline) (callout)
device) (Add, Pharmacy Pharmacy (on
Modify, Inactivate) call)

Table 8: PyxigService Support Matrix

2 Fact Sheet http://gheps.health.qgld.gov.au/metrosouth/digitalhospital/docsHgyxis.pdf

13 LBHPyxis Support Modelhttp://gheps.health.qld.gov.au/loganb/services/pharmacy/pyxis.htm
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8.2

Medical Device Incident/Problem Management Process

The support process that will be implemented to deal with medical device problemsiciddrtsis detailed
below as part of Figure 3. This process covers batliness hourandafter-hoursproblemgincidents.

Digital Hospital ¢ Medical Device ¢ Problem and Incident
Version 1.0 30-1-2017
_ R > > cide
End user End user seeks advice et resolved/ Qosed
experiences from DH Adoption
incident with Qoaches or Change OCRU/BTSperforms
medical Champions/ Super No initial assessment of
device User inarea l incident
yes
End user
escalatesto OCRU/
eplacement
BTS e QCRU performs
dewcwd by Yes rectification work Relevant
. support to
Incident investigate
No resolved? N, further
rectification
BioMedical or o BTSengaged to X work
Cerner Millenium Cerner Millenium Biomedical—» perform rectification ——
Related? work and testing
Service Gall re-
directed to Perform
appropriate PAH DH rectification work
Support Service
X
A 4 AMSPerforms
Service rectification
Gall Severity e No work
Millennium
generated lor2? elated? *
in SNOW No
Initiate Sev - Change Follow Change
1/ Sev2 g’g:c')erm? request Yes» | Management
il |?
Bcalpmign rectification needed? Process
work
3 AMSFRT
&ﬂiiﬁsﬁi contactsend AMSFRT Investigates
T — —> user for Y »| incident (workswith
) additional end user as needed)
information l
‘ ‘ AMSFRT escalates internally ‘ ‘

Figure3: Medical Device ProblemincidentManagementProcess

There are some instances where the end user might deem the problem to be with the Cerner Millennium suite
and may contact théT supporior request assistance using th800 195178.For examplethe worklist is not
coming across to the medical devicethe casethe support process will go through @ASeMRfor triage and

will be forwarded back to the relevant local support entity where requitéthe problem is identified by a

support team eg DPT, BTS, Cl operation-iBMN& AMS appropriate stakeholder will be contacted for escalation
and resolution.
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8.2.1 Teams and Resources

' Support Service

Facility

External

DHSupport Network Change
Champions / SuperUsers

Problem/Issue Support Description
Knowledge oBystemfunctionalityand local workflows t@rovide at
the elbow support and initial troubleshooting.

DH Support Network Adoption Service

Advanced kowledge and éar understanding othe system
functionalityand broad workflowso providecontinual service
improvementand advancedat the elbowsupportand
troubleshooting Advanced knowledge of the system functionality
and design. Manage and coordinate site activities relating to
incidents/problems including reporting td®HMC and implementing
resolutions/workarounds.

Health Information Management Servic
(HIMS)

Provide an advisory role to facility Support Teams in relation to
information and data governance.

Clinical Informatic©perations Services

Hardware management support and location information system
infrastructure.Specificallythis is the 24/7 monitoring of the Philips
IBE Server and GE DataMed Servers.

This team will be responsible for liaising directiyhwPhilips and
DataCom to perform rectification issues.

Digital Partnership Team (DPT)

Provides support to any network related issues. For Example:
1 Wireless Black Spot;
Wireless Access Point failure;

Central Clinical Resource Unit (CCRU)
Central Sterilising Department (CSSD)

Provide first tier support for CVSM, BSM and ECG carts
Sample problems or incidents that can be addressed by CCRED
would be loose cables etc.

Biomedical Technology Service (BTS)

Performpreventative servicing on all medical devices, install wirel
certificates and also perform any device hardware specific
rectification work locally.

IT Support

Processes the electronic requests for problem/incident.

IT Support, 1800 175 198

Performs ' tier resolution where possible and also logs end user
incidents/problems irSERVICENO&Xd allocates to the relevant
assignmengroup. Primarily this user group will be able to assist w
general scripted enquiries to do with the system and password
resets.

DASeMR

QH Specialist support that works in parallel with Bite System
Administratorto provide support to the end users. They can also
escalate issues to the Cerner AMS if required.

Vendor¢ Application Managed Service
(Cerner)

2" Tier support for all problems and incidents. Primarily the AMS
receive service requests for medical device problems and incider
that are not managed locally or BHEALTH QUEENSLASD
Integration etc.)

Vendorg Hosting Managed Services
(Gerner)

3" Tier support for problems and incidents that require interactior
or work conducted in the hosted environment. Interaction with th|
vendor is facilitated though AMS/DASMR

Vendorg Welche Allyn

+SYR2N) gK2 gAft LINRPGDARS alLISOA

by BTS and assist with best practice training.

Vendorg Philips

Vendor that will provide specialist support to the Philips ECG Car
and Bedside Monitors as per the existing procegeemedical
device problems and issues. Philips will also provide remote supy
for the Philips IBE Server as required.

Verdor - GE

Vendor that will provide specialist support to the GE MAC 5500 E
Carts (Medical device only)

Vendor¢ DataCom

DataCon will provide remote support to the DataMed Server that
housed locallyat andis used to facilitate the integration of GE ECC
Carts to the Cerner Millennium suite.

Table8: Medical Device Problemhcident Teams and Resources
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8.2.2 EscalatiorPathway

Function

after hours
(17300800)

business hours
(0800¢ 1730)

2" Tier 3 Tier 1% Tier 2" Tier 3 Tier
IT SUPPORT/ 180(
Medical Device}:4 Vital CCRU v
Sign Monito Y BTSOnCall) DASeMR
BTS DA?(GMR AMS Y Y Vendor
. ) Y CCRU AMS
Medical Device: ECC Vendor DPT
(Network only)
BTS (Oitall)
Y
Medical Device: BTS (OrCal) CCRU DASeMR Vendor
BedsideMonitor™ BTS Vendor (Philips) DASEMR Y (Philips)
(incl. Anaesthetics) (Integration only) Cl Operations (On AMS P
Call) (Integration
only)
Medical Device: DASeMR
Anaesthetic BTS Vendor (IntEArgt?o'\:F;nl ) BTS (Oal) Vendor (Integration
Machine"’ g y only)
Cerner Connectivity BTS DASEMR AMS BTS?nCaII) DASeMR
Enginé Device CCRU (Adaptor Y
Adaptors only) AMS

Table9: Medical DeviceEscalation Pathway

Table highlights the primary support arrangements that should be used for all isslwegever it should be
noted that some of the above devices have alternate support pathways based on the impact to the various
components of the overall solution (e.g. Network, Servers etc). These have been outlined in AggeDdice

¢ ServiceSupport Matrix.

9.0 Request for Service

A Request for Service (RFS) is a repeatable, routine andamoplex change to the system that an end user may
request (with relevant approval) throughout the operational phase of the system. Exam@afeéfs are as

follows:
1 Useraccount management Add or modify accounts, allocation of key chains, reset passwords etc.
1 Add modify or deletdocation
1 Add, modify or delete an OPS job
1 Add new printerg document printer, single patient label printer, specimen label printer etc.
1 Add new approved medical device (ECG, VSM etc.)

A complete list of systeRFCss outlinedin the Governance Change List

14 578 vital Sign Monitors have been deployed throughout the PA Hospital andwefito integrate with Cerner to compliment the Digital Release
Functionality.

BTS BAU support modelquiresBTSo raisea call with DA$eMRif config change requires testing or impacts integration
1 ¢ { K/ / w'aodad a2 deli 6a afaizaDINERANE DevigeRiS 4ll clinical area.
Y eE Aisys / Aisys CS2 Anaesthetic Machine
Page 30 of 86
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9.1 Request for Service Process

One of the most important parts of the RFS process is ensuring every routine change to the sysieonly
documented but has the relevanpproval attached to it. All RE®equire a local approval but may also require
approval from the statavide reference groups, depending on how widely the requested change impacts the user
base and domain. This process is generically outlined as part of Figure 4.

_ _ System
End user requestsa End user contacts G perform Approva Administrator
routine change to the » System resolution? -~ Ye supplied with Yes—)» generates SNOW T
system Administrator - RFS? Service Request and B
performs RFS
End user initiates No
service request by
> llingthe * A 4
Info Service Centre
End user to source End user validates
o relevant approval RFS

End user initiates
service request in

the A

Self Service Centre

End user initiates
service request in
the Online
Provisioning Service

No

endorsement
of RFS

Qupported by HSA performs
-Ye
Nﬁ—)@ fes—p| et o

Transfer Service Call AMSFRT contacts AMSFRT
to AMSHrst N end user for N Investigates
Response Team d additional 7| incident and
(FRT) information performs RFS

Figure4: Request for Service Process

9.3 Requestfor Service Teams and Resources

\ Support Service Problem/Issue Support Description
Clinical Informatics System Will coordinate all local requests and ensure relevant approvals within MSHHS have t
Management obtained before an RFS has been formally requested. They will facilitate the governar
Requests for Serviaeross MSH
Health Information Management Provide an advisory role to facility Support Teams in relation to information and data
Service (HIMS) governance. Will also assist with routine HIMS activities such as creation of new locat
— etc.
E EHEALTH QUEENSLANal Whilst not directly related tdhe request for service for digital hospital, some routine
% Partnership TeanDPT requests for service may require activity from th@Tsuch as adding a new data outlet fo

a new printer etc.

Central Clinical Resource U(@CRU)  CCRU willenperally be the primary requestor for any Medical Device Requests for Serv
Biomedical Technology Servi@&TS) | Key actor in the testing and provisioning of any Medical Device. Will apply relevant ne
connectivity measures to new devices, howeslees not participate in any configuration
of Cerner Millennium. Play a similar role to CCRU from sshteimonitor perspective.

SiteDigital Hospital Management A module specific user group that approves or ensés Requests for Service as per the

Our DIGITAL HEALTH Service

Page 31 of 86









































































































































































