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1.0 Introduction 

The purpose of the Metro South Health Digital Hospital Support Model is to define the overarching support model 
that will be implemented locally within Metro South Health Service (MSH) to support the proposed 
transformation. 
 
This document has been produced in direct alignment with the ieMR Support Model and System Management 
Guide (SMSMG) V8.0 
 
This document will provide an overarching framework, system management overview and guide for Metro South 
facilities that will be used to support the ieMR Solution.  

2.0 Procedure for Updating the MSH Support Model 

This MSH Digital Hospital Support Model is a living document reviewed, at a minimum, every 12 months and 
updated by Senior Director, Digital Support & Adoption Service (Service Owner) when changes to the service or 
support organisation occur. At any point in time it represents an up-to-date view of service support being 
provided including which groups are involved. Any major changes to the ieMR service or underpinning service/s 
will require a review and possible change to this document. 

3.0 Scope 

The scope of this document is to: 

¶ Define the local support entities that will be used to support the operational state of Digital Hospital 
facilities across MSH 

¶ Identify and define the support roles that are required to take part in the localised support processes 
within MSH 

¶ Define the operational support models that will be used at MSH to support the transition and operational 
phases of the Digital Hospital, and the dependencies that extend to external support providers 
Specifically: 

o Problem and Incident Management ς clinical and system support for ad-hoc incidents and 
problem management 

o Request for Service ς support model that will be used for routine service requests such as 
password resets, account activation, new user access 

o Change Management ς the process that will support change to the system at a local level and at 
the state-wide change management process level. 
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4.0 Business Overview  

The Metro South Hospital and Health Service (MSHHS) is committed to providing resources to ensure the services 
and systems supporting their Digital Hospitals are robust, technically and operationally efficient and supportive of 
patient care.  Continual alignment with the centrally managed Digital Healthcare Program will enable Health 
Services to deliver the operational and technological changes required throughout and beyond this 
transformation. 

 
MSH has commenced work on the next stage of the Digital Hospital Releases following MSH facilities. These 
include: 

¶ Redlands Hospital (RLH) - May 2018  

¶ Wynnum- Manly Community Health Centre (WYN) ς May 2018 

¶ Queen Elisabeth II Jubilee Hospital (QEII) ς June 2018. 
 

The implementation of QEII, Redland and the Wynnum-Manly Community Health Centre (RLD-WYN) - Digital 
Hospital in May 2018 - June 2018 will extend MSH digital hospital capabilities and will deliver improvements to 
patient care through more accurate up to date patient information and more efficient prescribing and 
ŀŘƳƛƴƛǎǘǊŀǘƛƻƴ ƻŦ ƳŜŘƛŎŀǘƛƻƴǎ ǘƘǊƻǳƎƘƻǳǘ ŀ ǇŀǘƛŜƴǘΩǎ ƧƻǳǊƴŜȅΦ 

 
The digital hospital system, or integrated electronic medical record (ieMR), is already being used by a number of 
Queensland Health hospitals. These hospitals have implemented ieMR functionality via either a staged or full 
stack approach. 

Broadly speaking, there are a large number of components that collectively form the Digital Hospital solution. 
Below is a list of the digital components that are currently planned to be available at Metro South Health Service. 

Reference source : ieMR Centre of Excellence (CoE) - http://qheps.health.qld.gov.au/integratedemr/html/iemr-centre-of-excellence.htm 

 

http://qheps.health.qld.gov.au/integratedemr/html/iemr-centre-of-excellence.htm
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5.0 Overarching Digital Hospital Support Guiding Principles 

In developing the MSH Digital Hospital Support Model, a series of guiding principles have been developed to 
ensure the defined support model and processes are effective and responsive to both clinical and business needs.   
 
 
 
 
 
The principles have initially been defined from existing principles in the current ieMR service strategy, transition 
to operations workshops and stakeholder engagement: 

¶ All support activities and changes in ieMR performed by site support staff must be logged in Service 
Now. This will ensure all end-user requests and system changes are tracked and managed to closure. 
This ensures the integrity of the ieMR Production environment is maintained and end-user requests can 
be completed with-in agreed service response times and quality measures. 

¶ DAS-ieMR will not be responsible for the restoration of production changes that are not logged within 
Service Now 

¶ All changes performed by System Administrators (Site Support Specialist roles) must be performed 
within their scope of practice for support as defined by the relevant facility.  

¶ The ieMR Governance Change List and ieMR Governance model must be adhered to for all state-wide 
changes required and performed 

¶ System Administrators (Site Support Specialist roles) will be trained in the ieMR support tools. 

¶ Work Instructions and support processes (where available and documented) will be followed when 
performing all changes in the ieMR. 

¶ Approved site authorisers may submit changes to DAS-ieMR for Request for Change 

¶ Established governance and advisory bodies are able to provide advice, direction and decisions for 
support and operations at a state-wide and/or local level 

¶ Local Site Reference Groups (Divisions/Business Units) Ƴǳǎǘ ōŜ ƛƴ ǇƭŀŎŜ ǘƻ ΨǎŎǊŜŜƴΩ ǊŜǉǳŜǎǘǎ ǇǊƛƻǊ ǘƻ 
escalation to state-wide level for state-wide changes. 

¶ All changes to the ieMR and the wider solution which have clinical impacts must have appropriate 
clinical participation through the appropriate Local Site Reference Groups (Divisions/Business Units), 
MSH Digital Hospital governance ŎƻƳƳƛǘǘŜŜΩǎ ŀƴŘ state-wide Governance structures.  

¶ The Digital Hospital Project teams will retain sufficient knowledge, and have in place knowledge transfer 
processes to ensure a smooth effective transition between phases and into operational management 
support at all times. Early engagement of all support staff including DAS-ieMR, DPT and BTS into project 
delivery should be encouraged. 

¶ Timely access to clinical and technical support is to be provided according to agreed service levels1. 

¶ All Request/Request Items/change requests are to be performed within a timely manner as to not 
impact clinical work and patient safety.  

¶ The agreed and documented support framework has been established to guide support and operations. 

¶ These guidelines are to be included in new support staff induction and training. 

6.0 Digital Hospital Support Network 

Digital Hospital Support Network2 is not limited to providing assistance and support when using the system; it 
also covers the enhancement and progression of the associated workflows and system. 

                                                
 
 
1
 ieMR Service Support Model and System Management Guide v8.0 http://qheps.health.qld.gov.au/integratedemr/docs/ieMR-serv-sup-model-sys-man.pdf 

 
2
 Appendix A: Digital Hospital Support Network  

1. Ensure support processes are responsive in a timely manner to clinical and non-clinical needs; 
2. Where possible, a uniform approach to support across the digital hospital should be used; 
3. Make use of existing support processes where possible to reduce user confusion and assist with up-take. 

http://qheps.health.qld.gov.au/integratedemr/docs/iemr-serv-sup-model-sys-man.pdf
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The Digital Hospital (DH) Support Network consists of two different types of support which broadly service the 
needs of the clinical and non-clinical users throughout the digital hospital transformation; workflow support and 
system support, whereby the functional delineation is primarily around the business process and system usage. 

6.1  Role of the Digital Hospital Support Network 

The DH Support Network provides the end user tiers of support opportunities when presented with any ieMR 
functionality, clinical/business workflow or system challenges. 
 
The overarching DH Support Network was developed with the view that: 

¶ Peer Support ς users who experience problems/issues related to the ieMR will be able to utilise the 

immediate support within their designated work area by the nominated Change Champions (Nursing, 

Allied Health and Administration) or Super Users (Medical). The role is to provide immediate response 

for usability and generic system usage questions. 

¶ System Support ς users who require system support beyond that offered by capabilities of peer 

support will directly contact the IT Support who will then create a service call. This call will be 

distributed to the appropriate entity to action directly in correspondence with the other System 

Administrators and/or external support including eHealth Support Services (DAS ieMR, AMS). 

¶ Clinical Support ς This service is primarily provided by the Digital Hospital Adoption Service (DHAS), 

whose role is to liaise, coordinate and support the adoption of clinical information systems. The DHAS 

ōŜƭƻƴƎǎ ǘƻ ǘƘŜ Ψ/ƘŀƴƎŜ bŜǘǿƻǊƪΩΦ ¢ƘŜ 5I!{ engage with System Support as required to facilitate the 

resolution of complex clinical and business issues (non-technical). 

¶ Optimisation Support ς   users identifying defects to the ieMR or requesting enhancements/changes 

to the system will contact the Digital Hospital Adoption Service. The DHAS liaises with Business Unit, 

MSH governance and System Support to identify if the request can be managed locally or requires 

escalation for state-wide resolution. All requests are identified as either a RFC or ACCC and supported 

through the local and state-wide governance models. 

¶ Existing Support Services3 are any existing or new support services that will provide specialist 
input/assistance to System Administrators in the resolution of Problems/Issues and completion of 
Requests for Service.  Existing Support Services include the following services, but not limited to: 

o Business Unit - Educators (Medical, Nurse, Allied Health, Administration) 
o Health Information Management Service (HIMS) 
o Central Clinical Resource Unit (CCRU) 
o BioMedical Technology Unit (BTS) 
o eHealth Digital Partnership Service (DPT) (networking, desktop fleet maintenance) 
o Building, Engineering and Maintenance Services (BEMS) 
o Clinical Informatics and Technology Services: 

¶ Desktop Services 

¶ Application Services 

¶ Operations Services 
o System Management Services and  
o Clinical Informatics Development and Innovation (technical consulting). 

¶ System Administrators (eg. PACS, Ambulatory Care) are the facility support nucleus for everything to 
do with the Digital Hospital. This local entity owns the resolution process on behalf of an end user, 
and is actively responsible for ensuring a timely resolution for a Problem/Issue or completing any 
relevant Request for Service. Digital Hospital System Administrators are communication experts who 

                                                
 
 
3
  Services ς A-Z list -  http://paweb.sth.health.qld.gov.au/home/services.asp  

http://paweb.sth.health.qld.gov.au/home/services.asp


 

Page 12 of 86    
 
 
 
 

actively pull together specialist Existing Support Services and the Digital Hospital Adoption Service to 
ǇǊƻǾƛŘŜ ŀ ƘƻƭƛǎǘƛŎ ǊŜǎƻƭǳǘƛƻƴ ǘƻ ŀƴ ŜƴŘ ǳǎŜǊΩǎ ǊŜǉǳŜǎǘΦ   5igital System Administrators also are 
responsible for working with relevant External Support Services and eHealth Support Services in a 
resolution when facility level supports are unable to assist.  

6.2  Local Workflow Support 

Local workflow support will offer ŀƴ άŀǘ ǘƘŜ Ŝƭōƻǿέ ŀǇǇǊƻŀŎƘ to supporting the current business unit workflows. 
This level of support is defined as άƘƻǿ Řƻ LΚέ 
 
The following guiding principles have been used to design the workflow support model: 
 

 
 
A Change Champion or Super User is the 1st tier of workflow support whose role is to support end users in using 
the ieMR to provide patients with high quality and efficient care. This is a volunteer role that reports through the 
Adoption Service. Change Champions / Super Users are άearly adoptersέΣ ƛΦŜΦ ǇŜƻǇƭŜ ǿƘƻ ƭƛƪŜ ǘƻ ǉǳƛŎƪƭȅ ŜƳōǊŀŎŜ 
new ways of thinking. They have detailed knowledge of how the ieMR supports patient care specific to their 
business unit/clinical area. They share their knowledge with their colleagues in their clinical areas and provide 
personal support when required.  
 
The Change Champions / Super Users represent the five key functional streams, being: 

¶ Medical 

¶ Nursing 

¶ Pharmacist 

¶ Allied Health 

¶ Administration 
 
If the Change Champion cannot provide a solution and has no information regarding a satisfactory workaround, 
ǘƘŜƴ ƛǘΩǎ ŜǎŎŀƭŀǘŜŘ ǘƻ the 2nd tier of workflow support; the DH Adoption Service. The DH Adoption Service is a 
support team of Adoption Coaches with specialist knowledge of the ieMR. Adoption Coaches are the key liaison 
between the Digital Hospital Program Team and System Administrator and they work closely with the Change 
Champions / Super Users in their clinical work areas.  
 
The 3rd tier of workflow support is the Clinical Directors in the Adoption Service who will prioritise end users 
requests. The System Administrators transforms end user requests, system enhancements and investigates 
defects to improve the functionality of the ieMR in line with local workflows. The Clinical Directors in the 
Adoption Service liaises with the clinical areas to identify local and state-wide resolutions.  

Workflow Support Guiding Principles 
 

1. Patient Safety; Commitment to lead staff in supporting patient safety and quality in the delivery of 
health care by maintaining and evaluating safety and quality practices and initiatives. 

2. Ensure support processes are responsive in a timely manner to clinical needs - άŀǘ ǘƘŜ Ŝƭōƻǿέ ŀǇǇǊƻŀŎƘ 
3. Change adoption: Leading the change through continual best practise models in line with digital 

transformation.  
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Severity Rating 
Severity of the 

issue if left 
unresolved 

Examples Support Groups  

Negligible ACCC- Adult dysphagia risk screening tool ς has changed 
 

System 
Administrators or 
Adoption Service 

Minor Where are the Acute Resuscitation Plans (ARP) located in the ieMR? 
What is the order of filing (OOF) placement Transfusion consent form? 
How do I request a new cart for a laptop in ward? 
How do I document HD vital signs? 
How do I review a care plan? 
How do I start up a document? 

DH Support Network 
- Change Champion / 
Super User  
- Adoption Service 

Moderate Student and Agency access to the ieMR - How are multiple Novell 
accesses going to be raised and approved quickly? 
 

DH Support Network 
Adoption Service 

Major Dr concerns re: scanning model and patient safety concerns in clinic 
Remove Delimiters and Change Plasma Exchange - L to ml  
Correct Anticoagulant Unit of Measure 

DH Support Network 
- Adoption Service 

Severe Excessive PRIMEs raised due to incorrect ID labelling ςpatient safety 
 

Adoption Service - 
Digital Clinical 
Improvement & 
Prioritisation Group 

Table 1:  Workflow Support Inquiries 
 

 
 
 
 
 
 
 
The Workflow Support Roles are outlined in Table 2.  
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Role  Responsibilities 

 

 
DH 

Support 
Network 

Change 
Champion / Super 
User 

¶ Demonstrated commitment to change 

¶ Identify and resolve workflow matters 

¶ Assist new starters by providing support 

¶ Provide feedback to the Digital Hospital Program Team via the Adoption Service 

¶ Promote the benefits of the ieMR 

¶ Act as key contact within their business unit or clinical area for ieMR change/ feedback 

¶ Prepare colleagues for change by sharing information and learnings within their work area 

Adoption Service ¶ Assist with workflow reviews 

¶ Support the optimisation and adoption of changes 

¶ Support work area specific education 

¶ Support the adoption of clinical workflow changes 

¶ Support Change Champions / Super Users within their role 

¶ Promote independent use of the system 

¶ Support Clinicians and end users during downtime events 

¶ Engage with clinical areas to improve functionality and resolve issues 

¶ Maintain networks and partnerships with internal and external services and stakeholders 

 
 

 

System 
Administrators 

¶ Engage with clinical areas to improve functionality and resolve issues 

¶ Maintain networks and partnerships with internal and external services and stakeholders 

¶ Resolve operational problems within the defined schedules and service level agreements 

¶ Refer to Table 3: System Support Roles for additional system support responsibilities 

Table 2: Workflow Support Roles 

6.3 Facility System Support 

The System Support Roles are outlined in Table 3. This does not include the entire service support services. Refer 
to Metro South Health Service QHEPS http://qheps.health.qld.gov.au/metrosouth/ 
 
Role  Responsibilities 

   System Administrators
5
 

 
Including but not limited to: 

¶ Ambulatory ESM 

¶ RadNet 

¶ SurgiNet 

¶ FirstNet 

¶ SA Anaesthesia 

¶ Power Trials 

¶ Care Delivery 

¶ iPharmacy 

¶ Fetalink 

¶ Maintain knowledge of technical aspects of design, test, operation and 
improvements to the relevant ieMR modules 

¶ Complete system maintenance activities 

¶ Complete reporting and/or auditing activities as required 

¶ Maintain logs of operational issues and maintenance activities 

¶ Understand the functionality of multiple areas within MSHHS 

¶ Maintain security needs ς user access 

¶ Site response - new users  

¶ Address customer issues promptly and accurately 

¶ Develop preventive measures and document incident/problem resolution procedures 

¶ System Management - upgrades, testing  

¶ Investigate incidents/problems - understand details, scope and impacts of 
incident/problem 

¶ Identify and implement resolutions for incidents/problems as appropriate 

¶ Contribute to business meetings and report on incident/problem status 

¶ Escalate incidents/problems as per agreed Escalation Pathways   

¶ hōǘŀƛƴ ƎǳƛŘŀƴŎŜ ƻƴ ǇǊƛƻǊƛǘƛŜǎ ǘƻ ǘƘŜ ǘŜŀƳΩǎ ǎǘŀǊǘƛƴƎ ǘƘŜ ƛƳƳŜŘƛŀǘŜ ǳǊƎŜƴǘ 
unexpected recovery work  

                                                
 
 
5
 ieMR Digital Hospital Site Support Position Principles  ς tools and activities (guidelines) 

http://qheps.health.qld.gov.au/metrosouth/
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Role  Responsibilities 

  DH Adoption Service 
 

¶ Maintain knowledge of technical aspects of design, test, operation and 
improvements to all ieMR modules 

¶ Address customer issues promptly and accurately 

¶ Engage with clinical areas to improve functionality and resolve issues 

¶ Transform end user requests and enhancements into a RFC or ACCC 

¶ Process ACCCs and CRs through iCAB on behalf of the clinical areas 

¶ Develop preventive measures and document incident/problem resolution procedures 

¶ Investigate incidents/problems - understand details, scope and impacts of 
incident/problem 

¶ Identify and implement resolutions for incidents/problems as appropriate 

¶ Contribute to business meetings and report incident/problem status to the Digital 
Hospital Governance Committees 

¶  Escalate incidents/problems as per agreed Escalation Pathways   

¶ hōǘŀƛƴ ƎǳƛŘŀƴŎŜ ƻƴ ǇǊƛƻǊƛǘƛŜǎ ǘƻ ǘƘŜ ǘŜŀƳΩǎ ǎǘŀǊǘƛƴƎ ǘƘŜ ƛƳƳŜŘƛŀǘŜ urgent 
unexpected recovery work  

  
 Existing 
Support 
Services 

DPT (Digital 
Partnership 
Team) 

¶ Manage the wired and wireless network   

¶ Manage end user device incidents/problems outside of the core Cerner Millennium 
application 

¶ Maintain WTS locations for PBS printing 

Biomedical 
Technology 
Services (BTS) 

Complete the following tasks for medical devices at the: 

¶ Repair medical devices  

¶ Manage the preventive maintenance program  

¶ Manage the inspection program  

¶ Manage product safety notification and recall services  

¶ Provide consultancy services  

¶ Provide training and education  
http://qheps.health.qld.gov.au/hssa/biomedical-tech/home.htm  

Central Clinical 
Resource Unit 
(CCRU) 

¶ Provide support for medical devices  

¶ Swap defective medical devices out to minimise disruption to clinical care 

¶ Coordinate the purchase of clinical consumables and equipment  
http://paweb.sth.health.qld.gov.au/pasupport/ccru/default.asp  

  
 Existing 
Support 
Services 

Operations ς 
Clinical 
Informatics (CI) 
 
 

¶ Host localised applications and server installations 

¶ Provide 24hr monitoring services for the following medical device infrastructure: 
- GE ECG - DataMed Server; 
- BSM Philips - IBE Server; 
- PASLINK; 

http://paweb.sth.health.qld.gov.au/dts/operations.asp 

Desktop Support 
ς Clinical 
Informatics (CI) 
 

¶ Desktop Support is responsible for the support across the Metro South Health. 
Desktop Services support over 4000 devices including desktop computers, laptops, 
medical and peripheral devices.  
 

http://paweb.sth.health.qld.gov.au/dts/desktop_support.asp 

Application 
Services ς Clinical 
Informatics (CI) 
 

¶ Maintain local and district level software applications 

¶ Provide 24hr clinical support services for Picture Archiving and Communication 
Systems (PACS) and Radiology Information System (RIS) 

http://paweb.sth.health.qld.gov.au/dts/apps_services.asp 

Training and 
System Access 
Service ς Clinical 
Informatics (CI) 

¶ Provide IT training related services including ieMR to Metro South Health 

https://metrosouthdigital.health.qld.gov.au/site/redlands/training 

Administration 
Services Training 
Unit 

¶ Provide IT training including ieMR relating to the Administrative Stream  
https://metrosouthdigital.health.qld.gov.au/site/redlands/training 

Health 
Information 

HIMS as an organisation focuses on the manipulation of data entered into systems to 
produce data outputs on quality, casemix and other information requests. HIMS strives to 

http://qheps.health.qld.gov.au/hssa/biomedical-tech/home.htm
http://paweb.sth.health.qld.gov.au/pasupport/ccru/default.asp
http://paweb.sth.health.qld.gov.au/dts/operations.asp
http://paweb.sth.health.qld.gov.au/dts/desktop_support.as
http://paweb.sth.health.qld.gov.au/dts/apps_services.asp
https://metrosouthdigital.health.qld.gov.au/site/redlands/training
https://metrosouthdigital.health.qld.gov.au/site/redlands/training
https://metrosouthdigital.health.qld.gov.au/site/redlands/training
https://metrosouthdigital.health.qld.gov.au/site/redlands/training
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Role  Responsibilities 

Management 
Service (HIMS) 
 

provide information for the analysis/ purpose of evidence based management/ research, 
focussing on outcomes and the turning of data into knowledge.  
Incorporates 5 distinct service areas: 

¶ Clinical Coding service - assigns diagnoses and procedure codes to all hospital 
inpatient episodes using ICD-10-AM (International Classification of Diseases 10th 
Revision Australian Modification). The ICD-10-AM codes enable allocation of a DRG 
(Diagnosis Related Group) to the patient episode. Core business principles support 
data quality and timeliness of documentation via Clinical documentation, Clinical 
Liaison Program, reporting ς QLD Cancer Registry 

¶ Health Informatics Unit- responsible for collection, processing and validation of data 
along with the quality of data in information systems such as HBCIS, the ieMR and 
other hospital wide systems. The Unit also looks at the development, implementation 
and maintenance of hospital documentation to support data quality for health 
services planning, research, monitoring standards of care, determining funding levels, 
and national reporting requirements. 

¶ Information Access Unit - authorised to process all written requests for information 
from the Metro South Sites under legislation, law and Queensland Health policy. 
Requests may be received from parties including: Patients, Agents representing 
patients (e.g. solicitors), Relatives of deceased patients, Insurance companies, 
WorkCover, Police Officers, Third parties not acting directly for the patient Health 
professionals.  

¶ Records & Administrative Service - responsible for the storage, maintenance, 
delivery and retrieval of patient records. We provide the organisation with services 
related to the retrieval and delivery of medical records and the distribution of mail. 

¶ Scanning Unit - The Medical Records Scanning Unit provides a centralised scanning 
service. All documents are scanned and will be available in integrated electronic 
medical record (ieMR). Beaudesert, QEII and Redland Hospitals will use the central 
scanning service at PAH and Logan Hospitals. 

 

Activity Base 
Funding (ABF) & 
Clinical Costing 
Unit 

Provides information for decision support and analysis to assist with:  

¶ Monitoring activity and trends in service delivery  

¶ Determining the resource consumption (cost) of treating different patient groups  

¶ Effective allocation of resources  

¶ Supporting quality improvement activities 

¶ Planning of new services  

¶ Comparisons of activity, and cost for benchmarking between like wards, units 
and hospitals 

http://paweb.sth.health.qld.gov.au/finance/abf/  

  
 Existing 
Support 
Services 

Building, 
Engineering and 
Maintenance 
Services (BEMS) 
 

BEMS provides safe, reliable, economical operation and maintenance of buildings, plant 
and non-medical equipment for Metro South Health. 

BEMS service delivery includes: Emergency Maintenance, corrective Maintenance , 
Preventative Maintenance ,Minor New Works & Facility / Accommodation 
http://qheps.health.qld.gov.au/metrosouth/corporate/bems/home.htm 

Patient Safety 
Unit  
 

¶ Coordinate and facilitate department and hospital wide quality improvement 
activities  

¶ Provide advice and resources to assist units/departments to survey patients 
satisfaction with the care and services provided.  

¶ Provide resources to assist the dissemination of the concept of quality improvement 
throughout the organisation.  

¶ Provide assistance with the use of quality tool's such as Brain Storming, Flow Charting 
and Cause and Effect Diagrams.  

¶ Coordinate the Australian Council for Healthcare Standards (ACHS) Accreditation 
Program.  

¶ Coordinate the hospital wide Clinical Indicator Program.  

¶ Provide resources to maintain and develop hospital wide manuals (policies and 

http://paweb.sth.health.qld.gov.au/finance/abf/
http://qheps.health.qld.gov.au/metrosouth/corporate/bems/home.htm
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Role  Responsibilities 

procedures).  

¶ Provide resources to maintain and report on hospital wide quality improvement 
activities 

http://paweb.sth.health.qld.gov.au/sqrm/qiu/default.asp 

Table 3: System Support Roles 

6.4 External System Support 

The Info-Service Centre and Self-Service Centre assist end users by redirecting incidents to the appropriate DH 
Support roles or DAS ieMR. Types of incidents include:   

¶ Software/hardware issues 

¶ Middle ware ς Cerner Citrix 

¶ Application issues ς system delays 

¶ Database issues ς Client Directory 

¶ Server hardware  

¶ Hosting facilities ς data centre & infrastructure management testing 

¶ Interface management 

¶ State-wide application support 
 
 
 
  

http://paweb.sth.health.qld.gov.au/sqrm/qiu/default.asp
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The DAS ieMR and relevant DH Support roles resolve matters in agreed time frames as per Service Level 
Agreements.  For the level of escalation of the above services; refer to the ieMR Service Support Model and 
System Management Guide6. The External Support Roles are outlined in Table 4. 
Role  Responsibilities 

 
eHealth Support 
Service 

IT Support  Online web-portal for reporting an issue or requesting assistance.  

Digital Service 
Centre (DSC) 1800 

¶ Provide state-wide helpdesk support  

¶ Triage of incidents 

¶ Allocation of jobs via ieMR queues  

Digital Application 
Systems (DAS) ieMR  

¶ Act as service owners ς responsible for end to end service 

¶ Provide technical support for the ieMR solution 

¶ Manage the relationship with Cerner and the AMS 

¶ System Management - upgrades, testing  

¶ Investigate incidents/problems - understand details, scope and state-wide 
impacts of incident/problem 

¶ Identify and implement resolutions for incidents/problems as appropriate 

¶ Liaise with DH Support Teams regarding incidents/problems status 

External Vendor 
Support 

Cerner Application 
Managed Service 
(AMS) 

Specialist Application support that provides system and technical incident and 
problem support, actions the majority of appropriately authorised system change.   
 
The scope of AMS Support is as follows: 

¶ Support  
o Incident Management; 
o Configuration Maintenance; 
o Domain Management; 

¶ Prevent 
o Problem Management; 
o Application Monitoring; 
o Proactive Performance Reviews; 

¶ Advance 
o Software Upgrades; 
o New Capabilities; 
o User Adoption; 

Debetrek 
Reactive and preventative support and maintenance for all wall mounts and EUD 
mounted devices locally. 

Philips 
Provide specialist support to BTS for all relevant medical equipment (ECG Carts and 
Bedside Monitors). Also provides specialist remote support for the Philips Bedside 
Monitor IBE Server.  

Welch Allyn 
Provide specialist support to BTS and CCRU for all Vital Sign Monitors deployed at the 
Metro South Sites. Also assist in the up-skilling of staff on how to use the devices. 

DataCom 
Vendor contracted to provide support to the DataMed server that integrates the GE 
ECG Machines with the Cerner Millennium platform.  

GE 
Provide specialist support to BTS and CCRU for all GE MAC5500 ECG Carts deployed at 
the Metro South Sites. Also assist in the up-skilling of staff on how to use the devices. 

Telstra  Provide ongoing remote support to the PASLINK software. 

CareFusion  
Provide ongoing remote support via 24/7 hotline as well as onsite support upon 
request (fees incurred) for the CareFusion devices used for Pyxis. 

Table 4: External Support Roles 

                                                
 
 
6
 ieMR Service Support Model and System Management Guide v8.0 http://qheps.health.qld.gov.au/integratedemr/docs/ieMR-serv-sup-model-sys-man.pdf  

APPENDIX 1: Cerner Support Agreement Response Time Summary 

 

http://qheps.health.qld.gov.au/integratedemr/docs/iemr-serv-sup-model-sys-man.pdf
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6.5 Support team business and after-hours times  

The times for business and after hours for support teams is shown in the following table. These times should be 

used in conjunction with the incident contact and escalation points in section . 

Site Support Team Business Hours After Hours 

PAH 
 

ESM 7am -5pm  
Monday to Friday excluding Public Holidays 

Not On Call 

SurgiNet 7:30AM to 4PM 
Monday to Friday excluding Public Holidays 

Not On Call 

FirstNet 7am -5pm  
Monday to Friday excluding Public Holidays 

Not On Call 

RadNet 8am -5pm  
Monday to Friday excluding Public Holidays 

On Call 

Clinical Support -  
Adoption Service  

Monday to Friday 7am to 7pm 
Onsite clinical support is available 
Request support by calling Ext. (add site prefix) 
8800 or by logging a support request via the IT 
Support icon 
 

Monday to Friday 7pm to 7am and Weekends 
& Public Holidays 
For urgent clinical support contact the 
Afterhours Nurse Unit Manager PAH 
Switchboard 3176 2111. For non-urgent 
support, log a request via the IT Support icon 
and your request will be addressed by the 
Digital Hospital Adoption Services team during 
business hours 

Logan /  
Beaudesert 
 

ESM 8am -4pm  
Monday to Friday excluding Public Holidays 

Not on Call 

SurgiNet 7:30AM to 4PM 
Monday to Friday excluding Public Holidays 

Not on Call 

FirstNet 7am -5pm  
Monday to Friday excluding Public Holidays 

Not on Call 

Clinical Support -  
Adoption Service  

Monday to Friday 7am to 7pm 
Onsite clinical support is available 
Request support by calling Ext. (add site prefix) 
8800 or by logging a support request via the IT 
Support icon 
 

Monday to Friday 7pm to 7am and Weekends 
& Public Holidays 
For urgent clinical support contact the 
Afterhours Nurse Unit Manager PAH 
Switchboard 3176 2111. For non-urgent 
support, log a request via the IT Support icon 
and your request will be addressed by the 
Digital Hospital Adoption Services team during 
business hours 

QEII 
 

ESM 8am -4pm  
Monday to Friday excluding Public Holidays 

Not on Call 

SurgiNet 7:30AM to 4PM 
Monday to Friday excluding Public Holidays 

Not on Call 

FirstNet 7am -5pm  
Monday to Friday excluding Public Holidays 

Not on Call 

Clinical Support -  
Adoption Service  

Monday to Friday 7am to 7pm 
Onsite clinical support is available 
Request support by calling Ext. (add site prefix) 
8800 or by logging a support request via the IT 
Support icon 
 

Monday to Friday 7pm to 7am and Weekends 
& Public Holidays 
For urgent clinical support contact the 
Afterhours Nurse Unit Manager PAH 
Switchboard 3176 2111. For non-urgent 
support, log a request via the IT Support icon 
and your request will be addressed by the 
Digital Hospital Adoption Services team during 
business hours 

RLH- WYN 
 

ESM 8am -4pm  
Monday to Friday excluding Public Holidays 

Not on Call 

SurgiNet 7:30AM to 4PM 
Monday to Friday excluding Public Holidays 

Not on Call 

FirstNet 7am -5pm  
Monday to Friday excluding Public Holidays 

Not on Call 

Clinical Support -  
Adoption Service  

Monday to Friday 7am to 7pm 
Onsite clinical support is available 
Request support by calling Ext. (add site prefix) 
8800 or by logging a support request via the IT 

Monday to Friday 7pm to 7am and Weekends 
& Public Holidays 
For urgent clinical support contact the 
Afterhours Nurse Unit Manager PAH 
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Support icon 
 

Switchboard 3176 2111. For non-urgent 
support, log a request via the IT Support icon 
and your request will be addressed by the 
Digital Hospital Adoption Services team during 
business hours 

 

7.0 MSH Support Strategy  

For the purpose of establishing an effective support arrangement for the Digital Hospital locally and externally, all 
requests for support will be broken into the following categories: (refer to appendix E- Glossary of Terms of 
categories for Service Now) 

o Incident ς any ad-hoc issue that an end user experiences that cannot be resolved by their relevant peer 

support group. These requests for support will ideally require support from an advanced user of the 

system (Site System Administrator) or a specialist support service (such as HIMS, Digital Hospital Adoption 

Service). 

o Request for Service (RFS)ς any routine/repeatable task that a user may request that will not impact the 

wider user base ς such as, creation of account, reset password etc. (1800 198 175 support). 

o Request for Change (RFC) ς Any change to the core system/functionality of the system that may impact 

other facilities within Metro South Health or the broader user-base across Queensland; (local and state- 

wide governance ς reference groups) e.g. new modules, major code upgrade, infrastructure upgrades. 
o Application Configuration Change Control (ACCC) ς configuration changes excluding major impact 

changes e.g., setting encounter preferences, adding payment class or setting default menu options. 

8.0 Problem/ Incident Management 

A problem/incident is when a user has an unexpected issue with the system that requires the assistance of a 
relevant support service to resolve. Predominantly this support process ensures a high level of on-site service is 
provided to the end users, and appropriate escalation methods to external support entities will be invoked as 
required.  
 
The most common avenue used to raise Incidents and Major Incidents is by calling the IT Support (ITS) 1800 198 
175.  As part of their procedures, the ITS provided (rotated) dedicated resource 24/7 that are trained in Incident 
Management processes, and can assist the facility to determine the priority and log the ticket.  ITS will make 
timely contact with the Major Incident Coordinator to escalate management of the communications and technical 
resolution activities.  Additionally, on-ǎƛǘŜ ŀƴŘ ŀǇǇƭƛŎŀǘƛƻƴǎ ǘŜŀƳǎ όŀƭǎƻ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ΨǎŜŎƻƴŘ ƭŜǾŜƭΩ ŀƴŘ ΨǘƘƛǊŘ 
ƭŜǾŜƭΩ ǳǎƛƴƎ ǘƘŜ priority matrix 7.  The BCP Co-ordinator  are the only MSH Leadership members that can register 
and escalate P4 through to P1 incidents.   
 
 

                                                
 
 
7
 State-wide Incident Priority Framework (Incident Management RACI matrix) 
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8.1 Incident Management Process 

The support process that will be implemented to deal with Digital Hospital problems/incidents is detailed below 
as part of Figure 1. This process covers both business and after-hours problems/incidents. 

F
a
ci

li
ty

E
x
te

rn
a
l

End user 
experiences 

incident 

End User Seeks 
advice from Change 
Champions/ Super 
Users
 

Resolved?

End user/super user 
reports incident 

using 
Self Service Centre

End user/super user 
reports incident using
 Info Service Centre 

(1800)

End user contacts 
Adoption Service/

System 
Administrator

No

Service Call 
generated 

Severity 1 or 2?

Incident 
resolved

Yes

Initiate Sev 1/  
Sev 2 Escalation 

process

Yes

Cerner 
Millennium 

related?

Supported by 
AMS?

Yes

Supported by 
DAS-ieMR

No

No

Transfer Service Call 
to

 AMS First Response 
Team (FRT)

Yes

Cerner 
Millennium 

related?

DAS-ieMR Performs 
rectification workYes

Service call re-
directed to 
appropriate 

facility/Vendor 
support entity

No

AMS FRT 
investigates incident 

(works with end 
user as needed)

Yes
AMS FRT 
Escalates 
Internally

Change request 
needed?

Follow Change 
Management 

Process
Yes

Incident 
resolved?

NoNo

yes

AMS FRT contacts 
DAS-ieMR for 

additional 
information

No

Facility Support 
Performs 

rectification work

Incident 
resolved?

yes

No

 
Figure 1:  System/IT Device Problem/Incident Process 
 

There are some instances where the problem/incident is deemed to be outside the scope of the offered external 
support (e.g. user requires assistance on a particular workflow or a query that may require localised medical 
record knowledge ς e.g. HIMS). In this instance, the problem or incident service request may be re-directed back 
to the System Administrator or Existing Support Service for triage and pulling together the relevant support entity 
to assist the user. This process is outlined below in Figure 2. 
 



 

Page 23 of 86    
 
 
 
 

Problem/ incident Support Process ς MSH System Administrators escalate to Existing Support Services
Fa

ci
lit

y

Process ID: DH.PI.002 |  Status: For Review |  Version: 1.1 |  Date: 30-1-2017

 System 
Administrators 

triages and analyses 
problem/ issue

Identifies 
appropriate support 
services required to 

resolve issue

Contacts required  
Exiting Support 

Services 
 for assistance

Health Information 
Management

(HIMS)

Clinical Informatics 
Desktop Services

Clinical Informatics 
Reporting 

Development Team

HSIA Service 
Delivery Unit

Confirm problem/
issue resolution 
with appropriate 
support services

Biomedical 
Technology Unit

Building and 
Maintenance

Central Clinical 
Resource Unit 

(CCRU)

Clinical Informatics
Development and 

Innovation

For a complete list 
refer to the Hospital 

Contact list on QHEPS

 
Figure 2:   Existing Support Entity Escalation Pathway 

8.1.1 Teams and Resources 

 
 Support Service Problem/Issue Support Description 

F
a

ci
lit

y 

DH Support Network - Change Champions / 
SuperUsers 
 

Knowledge of system functionality and local workflows to provide 
at the elbow support and initial troubleshooting.  

 DH Support Network ς Adoption Service 
 

¶ Advanced knowledge and clear understanding of the 
system functionality and broad workflows to provide 
continual service improvement and advanced at the 
elbow support and troubleshooting. 

¶ Advanced knowledge of the system functionality and 
design.  

¶ Manage and coordinate site activities relating to 
incidents/problems including reporting to MSH Digital 
Governance committees and implementing 
resolutions/workarounds. 

 System Administrators 
 

Site System Administrator groups that will facilitate on-site 
support of the Digital Hospital system. 

Health Information Management Service 
(HIMS) 

Provide an advisory role to facility Support Teams in relation to 
information and data governance. 

Clinical Informatics Desktop Services 
 

Metro South Health Desktop Services support that provide on the 
ground support to a number of the devices implemented as part 
of the digital hospital.  

Clinical Informatics Operations Services 
 

Hardware management support and location information system 
infrastructure 

Digital Partnership Team (DPT) Provides support to any network or end user computing device 
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 Support Service Problem/Issue Support Description 

 issues. For Example: 

¶ Desktop PC performance issues; 

¶ Faulty Keyboard/Mouse; 

¶ Wireless Black Spot; 

¶ Wireless Access Point failure; 

Vendor ς Debetrek Provides support to all end user device mounts and ergonomic 
devices throughout the Digital Hospital. 

E
xt

e
rn

a
l 

IT Support  Online portal for end users to report a problem with the system or 
peripheral devices. 

IT Support (1800 198 175) 
 

Performs 1
st
 tier resolution where possible and also logs end user 

incidents/problems in ServiceNow and allocates to the relevant 
assignment group. Primarily this user group will be able to assist 
with general scripted enquiries to do with the system and 
password resets. 

DAS ieMR 
 

QH Specialist support that works in parallel with the Site System 
Administrator to provide support to the end users. They can also 
escalate issues to the Cerner AMS if required. 

Vendor ς Application Managed Service (AMS) Specialist support provided by Cerner for all problems and 
incidents. Primarily the AMS will receive service requests for 
problems and incidents that are not managed by eHealth 
Queensland (e.g. Integration etc.) 

Table 5:  System/IT Device Problem/Incident Teams and Resources 

8.1.2 Problem/Incident Escalation Pathway 

 

Function 

business hours 
(0800 ς 1730) 

after hours 
(1730-0800) 

1
st
 Tier 2

nd
 Tier 3

rd
 Tier 1

st
 Tier 2

nd
 Tier 3

rd
 Tier 

Workflow/Business 
problem/incident 

Change 
Champion/ 
Super User 

 Adoption 
Service 

System 
Administrator 

 

Change 
Champion / 
Super User 

On-call 
Adoption 
Service 

 

System: problem/incident 
IT 

SUPPORT/1800  

 System 
Administrator 

Ү 
Adoption 
Service 

 

DAS ieMR 
IT 

SUPPORT/18
00  

DAS ieMR AMS 

Specimen Label Printer
8
 

(Physical Device) 
 

IT 
SUPPORT/1800  

 

CI Desktop 
Services 
Ү 

Vendor 

DAS ieMR 
Ү 

AMS 

IT 
SUPPORT/18

00  
DAS ieMR AMS 

Specimen Label Printer 
(Networks) 
 

IT 
SUPPORT/1800  

 
DPT  

IT 
SUPPORT/18

00  
DPT  

Wristband Label Printer 
(Physical Device) 
 

IT SUPPORT/ 
1800 

CI Desktop 
Services 
Ү 

Vendor 

DAS ieMR 
Ү 

AMS 

IT SUPPORT/ 
1800 

DAS ieMR  

Wristband Label Printer 
(Network) 
 
 

IT 
SUPPORT/1800  

 
DPT  

IT 
SUPPORT/18

00  
 

DPT  

Document Printer IT DPT DAS ieMR IT DPT DAS ieMR 

                                                
 
 
8
 Single Label printer work Instruction:  How to configure MB200i. 
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Function 

business hours 
(0800 ς 1730) 

after hours 
(1730-0800) 

1
st
 Tier 2

nd
 Tier 3

rd
 Tier 1

st
 Tier 2

nd
 Tier 3

rd
 Tier 

 SUPPORT/1800  SUPPORT/18
00  

EDS/The Viewer Access 
System 

Administrator 
 

  
IT 

SUPPORT/18
00 

DAS ieMR  

Downtime Viewer
9
 

(Software) 

IT 
SUPPORT/1800  

Ү 
 System 

Administrator 

 
CI Desktop 
Services 
Ү 

DAS ieMR 
 

AMS 
IT 

SUPPORT/18
00  

DAS ieMR AMS 

Device: Tracking Board 

IT 
SUPPORT/1800  

Ү 
 System 

Administrator 
 

CI Desktop 
Services 
Ү 

DAS ieMR 

AMS 
IT 

SUPPORT/18
00  

DAS ieMR AMS 

Device: End User Device 
IT 

SUPPORT/1800  
DPT 

DAS ieMR 
Ү 

AMS 

IT 
SUPPORT/18

00  
Not required. 

Device: PASLINK 
IT 

SUPPORT/1800  

CI Operations 
 

Vendor 
(HealthIQ) 

DAS ieMR 
Ү 

AMS/HMS  

IT 
SUPPORT/18

00  

DAS ieMR 
Ү 

CI Operations 
(On-Call ς 

Servers Only) 

AMS 

Medication Management Printer 

Printer fail (tamper proof 
tray)

10
 

IT SUPPORT/ 
1800 

DPT 
 
Ү 
 

DAS ieMR  
(only If WTS 
location is 
required) 

AMS 
IT 

SUPPORT/ 
1800 

DPT DAS ieMR 

PBS Printers 
 
 

IT SUPPORT/ 
1800 

DPT DAS ieMR 
IT 

SUPPORT/ 
1800 

DPT DAS ieMR 

PC fail 
IT SUPPORT/ 

1800 

DPT 
 
Ү 

DAS ieMR  
(only If WTS 
location is 
required) 

AMS 
IT 

SUPPORT/ 
1800 

DPT DAS ieMR 

Table 6: System/IT Device Escalation Pathway 

 
  

                                                
 
 
9
 Appendix B : Device - Support Service Matrix 

10
 Printer PBS (Tamper proof tray) Process: eHealth DPT to check if broken etc. if broken swap out with new printer. Dept to pay 

replacement costs eHealth and DAS ieMR. To add new printer into DCW and update the WTS locations that will allow pc to print to new 
tamper proof tray. 
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8.1.3 WTS Location  

 
During the repair period, device auto association will not work, manual device association will be required (auto 
switches to manual when WTS location is not active on the PC.  Importantly, Workstation on Wheels (WOW) from 
another theatre room CANNOT be used as a spare and New PC that replaces broken one must be setup with the 
same WTS location as the broken PC. Refer to the WTS Location escalation below. 
 

Function 

business hours 
(0800 ς 1730) 

after hours 
(1730-0800) 

1
st
 Tier 2

nd
 Tier 3

rd
 Tier 1

st
 Tier 2

nd
 Tier 3

rd
 Tier 

QH MOE Computer IT SUPPORT/ 
1800 

DPT
11

 DAS ieMR 
Ү 

AMS 

IT SUPPORT/ 
1800 

DPT DAS ieMR 
Ү 

AMS 

Table 7: System/IT Device Escalation Pathway 
 
 

8.1.4 WTS Location ςData Collection Worksheet (DCW) agreement and processes 
 

1. DPT will be responsible for the ongoing management of the following configurations, through submitting 
the relevant DCW to DAS ieMR for creating, editing and deleting any of the PC WTS configurations:  
- DCW for WTS PC to PBS printer  
- DCW for WTS PC to SurgiNet Anaesthesia Auto Device Association 
- Updating the mater WTS copies  

 
2. DPT will be responsible for the ongoing management of creating, editing and deleting the production 

printer queues for, when printers are replaced, purchased or relocated within.  All Cerner queues will be 
created using the ieMR automated printing solution URL: http:// ieMRportal.health.qld.gov.au/login  
- Updating the master queue list  

 
3.  DAS ieMR receive any WTS configuration requests (via self-service,  Service Now ) the job is to be re-

directed to the DPT team to update and confirm the requests from the business and then the appropriate 
DCW is submitted to DAS ieMR to action. 

 
4. DAS ieMR will provide the following reports in excel for the DPT to assist with data consolidation of the 

master data lists 
a. WTS Export (PCs) 
b. Printer information Export (Asset number and IP addresses) 
c. Printer Queue list in PROD (queue name and printer description) 

 

Please Note: An end user may not always contact the System Administrator before they contact IT 
SUPPORT/1800. Table 6 highlights the primary support arrangements that should be used for all issues. However 
it should be noted that some of the above devices have alternate support pathways based on the impact to the 
various components of the overall solution (e.g. Network, Servers etc). These have been outlined in Appendix B ς 
Detailed Device Support Matrix. 
 
8.1.5  Pyxis MedStations   
 
¢ƘŜ tȅȄƛǎ aŜŘ{ǘŀǘƛƻƴϰ 9{ ǎȅǎǘŜƳ ƛǎ ŀƴ ŀǳǘƻƳŀǘŜŘ ƳŜŘƛŎŀǘƛƻƴ ŘƛǎǇŜƴǎƛƴƎ ǎȅǎǘŜƳ ǘƘŀǘ ǎǳǇǇƻǊǘǎ ƳŜŘƛŎŀǘƛƻƴ 
management. It helps clinicians safely and efficiently dispense medications while offering enterprise-ready 
integration. A Pyxis MedStation is a secure cabinet with drawers linked to a touch screen monitor, and a 
computer system linked to the ieMR.  

                                                
 
 
11

 DPT is the owner of the ieMR work instruction for Printer installation and WTS Location Master File. 

http://iemrportal.health.qld.gov.au/login
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As part of the Digital Hospital implementation across MSH, Pyxis MedStations will have been installed at: 

Site Hospital Area 

Princess 
Alexandra 
Hospital 

Emergency Department: 
- Acute Main 
- Acute 2 
- Short Stay 
- Resus 
- Mental Health 
- Ambulatory Care.

12
 

Logan 
Hospital 

 

 

/ƘƛƭŘǊŜƴΩǎ LƴǇǘ ²ŀǊŘǎ  
Rehabilitation  
Emergency Department 

QEII Hospital  
 

Emergency Department: 
ED Main  
ED Short Stay 

Redlands 
Hospital  

NACE (Non-Ambulatory Care Environment) 
ACE (Ambulatory Care Environment) 
Paediatric Area (in ED ς not the ward) 

 
For further details refer to the Pyxis Support Model 13and subsequent documents. These documents are available 
on Service Now ς Knowledge Base (this is not a complete list) 
 

 

8.1.4.1 Pyxis ï MSH Service Support Matrix 
 

Table 8 below provides escalation quick reference guide for Pyxis support. For further details refer to site support 
arrangements: 

¶ Logan and Beaudesert Hospital ς Pyxis - http://qheps.health.qld.gov.au/loganb/services/pharmacy/pyxis.htm 
 
Any update to the procedures will be communicated to the Director Pharmacy Hospital (approver) and  
Director Emergency Hospital (endorser). It is the responsibility of the document Approvers (owners) to advise of 
changes to these procedures to anyone involved in the delivery of CITS services. 
 

Function business hours 
(0800 ς 1730) 

after hours 
(1730-0800) 

Pyxis  
  

1st Tier 2nd Tier 3rd Tier 1st Tier 2nd Tier 3rd Tier 

  Pyxis in Cerner 
(Add, Modify, 
Inactivate) 

IT Support 1800 
198 175) 

DAS-ieMR   
IT Support 1800 

198 175) 
DAS-ieMR   

  Pyxis MedStation 
(physical 
device)  (Add, 
Modify, Inactivate) 

ED/CNCs 
Ү 

Pharmacy 

CareFusion 
(hotline) 

CareFusion 
(call-out) 

ED/CNCs 
Ү 

Pharmacy (on-
call) 

CareFusion 
(hotline) 

CareFusion 
(call-out) 

Table 8: Pyxis ςService Support Matrix   

                                                
 
 
12

 Fact Sheet : http://qheps.health.qld.gov.au/metrosouth/digitalhospital/docs/fs-pyxis.pdf 
13

  LBH Pyxis Support Model - http://qheps.health.qld.gov.au/loganb/services/pharmacy/pyxis.htm 

 

http://qheps.health.qld.gov.au/loganb/services/pharmacy/pyxis.htm
http://qheps.health.qld.gov.au/metrosouth/digitalhospital/docs/fs-pyxis.pdf
http://qheps.health.qld.gov.au/loganb/services/pharmacy/pyxis.htm
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8.2 Medical Device Incident/Problem Management Process 

The support process that will be implemented to deal with medical device problems and incidents is detailed 
below as part of Figure 3. This process covers both business hours and after-hours problems/ incidents. 
 

Digital Hospital ς Medical Device ς Problem and Incident 

Fa
ci

lit
y

Ex
te

rn
al

 

Version 1.0 30-1-2017

End user 
experiences 
incident with 

medical 
device

End user seeks advice 
from DH Adoption 
Coaches or Change 
Champions/Super 

User  in area

Resolved?

End user 
escalates to CCRU/

BTS

No

CCRU/BTS performs 
initial assessment of 

incident

Replacement 
device issued by 

CCRU?

Incident 
resolved/  Closed

CCRU performs 
rectification work

Yes

BioMedical or 
Cerner Millenium 

Related?

No

BTS engaged to 
perform rectification 

work and testing
Biomedical

Severity
 1 or 2?

Initiate Sev 
1/  Sev 2 

Escalation 
process

Service 
Call 

generated 
in SNOW

Cerner Millenium

Cerner 
Millennium 

related?

Supported by 
AMS?

Yes

Supported by 
DAS-ieMR?

No

Transfer Service 
Call to AMS First 
Response Team 

(FRT)

AMS FRT 
contacts end 

user for 
additional 

information

AMS FRT Investigates 
incident (works with 
end user as needed)

Yes

AMS FRT escalates internally

Change 
request 
needed?

Follow Change 
Management 

Process
Yes

Service Call re-
directed to 

appropriate PAH DH 
Support Service

No

Perform 
rectification work

Incident 
resolved?

DAS-ieMR 
Performs 

rectification 
work

Yes

Yes

No

yes

AMS Performs 
rectification 

work

No

Relevant 
support to 
investigate  

further 
rectification 

work

No

 
Figure 3:  Medical Device Problem / Incident Management Process 

 
There are some instances where the end user might deem the problem to be with the Cerner Millennium suite 
and may contact the IT support or request assistance using the 1800 195 178. For example, the worklist is not 
coming across to the medical device. In the case, the support process will go through to DAS ieMR for triage and 
will be forwarded back to the relevant local support entity where required. If the problem is identified by a 
support team eg DPT, BTS, CI operation, DAS-ieMR, AMS appropriate stakeholder will be contacted for escalation 
and resolution. 
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8.2.1 Teams and Resources 

 Support Service Problem/Issue Support Description 
F

a
ci

lit
y 

DH Support Network - Change 
Champions / SuperUsers 

Knowledge of system functionality and local workflows to provide at 
the elbow support and initial troubleshooting.  

DH Support Network ς Adoption Service 
 

Advanced knowledge and clear understanding of the system 
functionality and broad workflows to provide continual service 
improvement and advanced at the elbow support and 
troubleshooting. Advanced knowledge of the system functionality 
and design. Manage and coordinate site activities relating to 
incidents/problems including reporting to DHMC and implementing 
resolutions/workarounds. 

Health Information Management Service 
(HIMS) 

Provide an advisory role to facility Support Teams in relation to 
information and data governance. 

Clinical Informatics Operations Services 
 

Hardware management support and location information system 
infrastructure. Specifically, this is the 24/7 monitoring of the Philips 
IBE Server and GE DataMed Servers.  
 
This team will be responsible for liaising directly with Philips and 
DataCom to perform rectification issues. 

Digital Partnership Team (DPT) 
 

Provides support to any network related issues. For Example: 

¶ Wireless Black Spot; 
Wireless Access Point failure; 

Central Clinical Resource Unit (CCRU) 
Central Sterilising Department (CSSD)  

Provide first tier support for CVSM, BSM and ECG carts . 
Sample problems or incidents that can be addressed by CCRU/ CSSD 
would be loose cables etc. 

 

Biomedical Technology Service (BTS) Perform preventative servicing on all medical devices, install wireless 
certificates and also perform any device hardware specific 
rectification work locally. 

IT Support  Processes the electronic requests for problem/incident. 

E
xt

e
rn

a
l 

IT Support ς 1800 175 198 
 

Performs 1
st
 tier resolution where possible and also logs end user 

incidents/problems in SERVICENOW and allocates to the relevant 
assignment group. Primarily this user group will be able to assist with 
general scripted enquiries to do with the system and password 
resets. 

DAS ieMR 
 

QH Specialist support that works in parallel with the Site System 
Administrator to provide support to the end users. They can also 
escalate issues to the Cerner AMS if required. 

Vendor ς Application Managed Service 
(Cerner) 

2
nd

 Tier support for all problems and incidents. Primarily the AMS will 
receive service requests for medical device problems and incidents 
that are not managed locally or by EHEALTH QUEENSLAND (e.g. 
Integration etc.) 

Vendor ς Hosting Managed Services 
(Cerner) 

3
rd

 Tier support for problems and incidents that require interaction 
or work conducted in the hosted environment.  Interaction with this 
vendor is facilitated though AMS/DAS ieMR. 

Vendor ς Welche Allyn ±ŜƴŘƻǊ ǿƘƻ ǿƛƭƭ ǇǊƻǾƛŘŜ ǎǇŜŎƛŀƭƛǎǘ ǎǳǇǇƻǊǘ ǘƻ ǘƘŜ ±{aΩǎ ŀǎ ŜǎŎŀƭŀǘŜŘ 
by BTS and assist with best practice training.  

Vendor ς Philips Vendor that will provide specialist support to the Philips ECG Carts 
and Bedside Monitors as per the existing processes for medical 
device problems and issues. Philips will also provide remote support 
for the Philips IBE Server as required. 

Vendor - GE Vendor that will provide specialist support to the GE MAC 5500 ECG 
Carts (Medical device only) 

Vendor ς DataCom DataCom will provide remote support to the DataMed Server that 
housed locally at and is used to facilitate the integration of GE ECG 
Carts to the Cerner Millennium suite. 

Table 8:  Medical Device Problem/Incident Teams and Resources 
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8.2.2 Escalation Pathway 

Function business hours 
(0800 ς 1730) 

after hours 
(1730-0800) 

1
st
 Tier 2

nd
 Tier 3

rd
 Tier 1

st
 Tier 2

nd
 Tier 3

rd
 Tier 

Medical Device: Vital 
Sign Monitor

14
 

CCRU 
Ү 

BTS 
Ү 

Vendor 

IT SUPPORT/ 1800 
Ү 

DAS ieMR 
Ү 

DPT  
(Network only) 

AMS 
BTS (On-Call) 

Ү 
CCRU 

DAS ieMR 
Ү 

AMS 
Vendor 

Medical Device: ECG 

Medical Device: 
Bedside Monitor

15
 

(incl. Anaesthetics) 
BTS

16
 Vendor (Philips) 

BTS (On-Call) 
 

DAS ieMR 
(Integration only) 

BTS (On-Call) 
Ү 

CCRU 
 

CI Operations (On-
Call) (Integration 

only) 

DAS ieMR 
Ү 

AMS 

Vendor 
(Philips) 

Medical Device: 
Anaesthetic 
Machine

17
 

BTS 
 

Vendor 
DAS ieMR 

(Integration only) 
BTS (On-Call) 

 
Vendor 

DAS ieMR 
(Integration 

only) 

Cerner Connectivity 
Engine/ Device 

Adaptors 

BTS 
 

DAS ieMR 
 

AMS  
 

BTS (On-Call) 
Ү 

CCRU (Adaptor 
only) 

DAS ieMR 
Ү 

AMS 
 

Table 9:  Medical Device Escalation Pathway 

 
Table 9 highlights the primary support arrangements that should be used for all issues. However, it should be 
noted that some of the above devices have alternate support pathways based on the impact to the various 
components of the overall solution (e.g. Network, Servers etc). These have been outlined in Appendix B ς Device 
ς Service Support Matrix. 

9.0 Request for Service 

A Request for Service (RFS) is a repeatable, routine and non-complex change to the system that an end user may 
request (with relevant approval) throughout the operational phase of the system. Examples of an RFS are as 
follows: 

¶ User account management ς Add or modify accounts, allocation of key chains, reset passwords etc. 

¶ Add, modify or delete location 

¶ Add, modify or delete an OPS job 

¶ Add new printer ς document printer, single patient label printer, specimen label printer etc. 

¶ Add new approved medical device (ECG, VSM etc.). 
 
A complete list of system RFCs is outlined in the Governance Change List. 

                                                
 
 
14

 578 Vital Sign Monitors have been deployed throughout the PA Hospital and configured to integrate with Cerner to compliment the Digital Release 
Functionality. 
15

 BTS BAU support model requires BTS to raise a call with DAS ieMR if config change requires testing or impacts integration. 
16

 .¢{κ//w¦ ǳǎŜǎ ŀ άǎǿŀǇ ƻǳǘ άǎǳǇǇƻǊǘ ƳƻŘŜƭ for all Medical Devices in all clinical area.  
17

 GE Aisys / Aisys CS2 Anaesthetic Machine 
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9.1 Request for Service Process 

One of the most important parts of the RFS process is ensuring every routine change to the system is not only 
documented but has the relevant approval attached to it. All RFSs require a local approval but may also require 
approval from the state-wide reference groups, depending on how widely the requested change impacts the user 
base and domain. This process is generically outlined as part of Figure 4. 
 

Fa
ci

lit
y

E
xt

e
rn

a
l

End user requests a 
routine change to the 

system

End user initiates 
service request in 

the 
Self Service Centre

End user initiates 
service request by 

calling the 
Info Service Centre Approval 

supplied with 
RFS?

End user to source 
relevant approval

Can perform 
resolution?

System 
Administrator 

generates SNOW 
Service Request and 

performs RFS 

End user contacts 
System 

Administrator

Approval 
supplied with 

RFS?

No

Yes

No

No

Request for Service 
Complete

End user validates 
RFS

Service Call/
Request 

generated in 
SNOW

Supported by 
AMS?

Supported by 
HSIA?

No HSIA performs 
request for service

Yes

Yes

Transfer Service Call 
to AMS First 

Response Team 
(FRT)

AMS FRT contacts 
end user for 
additional 

information

Yes

No

AMS FRT 
Investigates 
incident and 
performs RFS

Yes

End user initiates 
service request in 

the Online 
Provisioning Service

State wide 
approval 
required?

No

Source State 
wide 

endorsement 
of RFS

Yes

Figure 4: Request for Service Process 

9.3 Request for Service Teams and Resources 

 Support Service Problem/Issue Support Description 

In
te

rn
a

l 

Clinical Informatics System 
Management 

Will coordinate all local requests and ensure relevant approvals within MSHHS have been 
obtained before an RFS has been formally requested. They will facilitate the governance for 
Requests for Service across MSH. 

Health Information Management 
Service (HIMS) 
 

Provide an advisory role to facility Support Teams in relation to information and data 
governance. Will also assist with routine HIMS activities such as creation of new locations 
etc. 

EHEALTH QUEENSLAND Digital 
Partnership Team (DPT) 
 

Whilst not directly related to the request for service for digital hospital, some routine 
requests for service may require activity from the DPT such as adding a new data outlet for 
a new printer etc.   

Central Clinical Resource Unit (CCRU) CCRU will generally be the primary requestor for any Medical Device Requests for Service.  

Biomedical Technology Service (BTS) Key actor in the testing and provisioning of any Medical Device. Will apply relevant network 
connectivity measures to new devices, however does not participate in any configuration 
of Cerner Millennium. Play a similar role to CCRU from a bed-side monitor perspective. 

 Site Digital Hospital Management A module specific user group that approves or endorses Requests for Service as per the 
















































































































